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ABSTRACT 

   

Sensitive data sharing presents many challenges in case of unauthorized 

disclosures, including stigma and discrimination for patients with behavioral health 

conditions (BHCs). Sensitive information (e.g. mental health) warrants consent-based 

sharing to achieve integrated care. As many patients with BHCs receive cross-

organizational behavioral and physical health care, data sharing can improve care quality, 

patient-provider experiences, outcomes, and reduce costs. Granularity in data sharing 

further allows for privacy satisfaction. Though the subjectivity in information patients 

consider sensitive and related sharing preferences are rarely investigated. Research, 

federal policies, and recommendations demand a better understanding of patient 

perspectives of data sensitivity and sharing.  

The goal of this research is to enhance the understanding of data sensitivity and 

related sharing preferences of patients with BHCs. The hypotheses are that 1) there is a 

diversity in medical record sensitivity and sharing preferences of patients with BHCs 

concerning the type of information, information recipients, and purpose of sharing; and 2) 

there is a mismatch between the existing sensitive data categories and the desires of 

patients with BHCs. 

A systematic literature review on methods assessing sensitivity perspectives 

showed a lack of methodologies for characterizing patient perceptions of sensitivity and 

assessing the variations in perceptions from clinical interpretations. Novel informatics 

approaches were proposed and applied using patients’ medical records to assess data 

sensitivity, sharing perspectives and comparing those with healthcare providers’ views. 

Findings showed variations in perceived sensitivity and sharing preferences. Patients’ 
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sensitivity perspectives often varied from standard clinical interpretations. Comparison of 

patients’ and providers’ views on data sensitivity found differences in sensitivity 

perceptions of patients. Patients’ experiences (family history as genetic data), stigma 

towards category definitions or labels (drug “abuse”), and self-perceptions of information 

applicability (alcohol dependency) were influential factors in patients’ sensitivity 

determination.  

This clinical informatics research innovation introduces new methods using 

medical records to study data sensitivity and sharing. The outcomes of this research can 

guide the development of effective data sharing consent processes, education materials to 

inform patients and providers, granular technologies segmenting electronic health data, 

and policies and recommendations on sensitive data sharing.   
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CHAPTER 1 

INTRODUCTION 

1.1 Background 

Behavioral health refers to mental/emotional well-being and/or actions that affect 

wellness.(Key substance use and mental health indicators in the United States: Results 

from the 2015 National Survey on Drug Use and Health, 2016) Behavioral health 

problems include substance use disorders, serious psychological distress, suicide, and 

mental disorders.(National Behavioral Health Quality Framework, 2017) Behavioral 

health conditions affect around 46 million adults in the US, a quarter of whom suffer 

from a serious mental illness (SMI).(SAMHSA-HRSA Center for Integrated Health 

Solutions. The Current State of Sharing Behavioral Health Information in Health 

Information Exchanges, 2014) Among patients with behavioral health conditions 

(BHCs), approximately 70% also have at least one medical condition, such as type 2 

diabetes or hypertension as well as SMI patients, on average, have higher rates of 

emergency room, primary care and specialty care visits.(SAMHSA-HRSA Center for 

Integrated Health Solutions. The Current State of Sharing Behavioral Health Information 

in Health Information Exchanges, 2014)  

Integration and coordination of  primary and behavioral health care could help 

address the health problems of patients with BHCs and needs of their providers for 

providing better care via a team-based approach.(NIMH » Integrated Care, n.d.) Caring 

for a total person is essential to achieve positive health outcomes and reduce healthcare 

costs.(NIMH » Integrated Care, n.d.)  Cross-organizational health data sharing between 



www.manaraa.com

  2 

various providers upon patient consent can be vital in providing integrated and 

coordinated care.  

Consent decisions related to sharing health data, especially sensitive data, can be 

influenced by social stigma, fears related to discrimination and insurance or legal 

concerns.(California Healthcare Foundation, 2008; M. A. Grando et al., 2017; Hiestand et 

al., 2017; Soni et al., 2017) Examples of sensitive health data often include information 

related to mental health, reproductive health, drug and alcohol abuse, communicable 

diseases (such as HIV/AIDS), etc. There is no universal agreement on types of data 

generally considered sensitive. Data sensitivity, therefore, is subjective and preferences 

for defining and sharing sensitive data vary among individuals.(National Committee on 

Vital and Health Statistics. Recommendations Regarding Sensitive Health Information, 

2010) This diversity could potentially influence preferences or willingness to share 

sensitive data which could impact one’s care and treatment. The National Committee on 

Vital and Health Statistics (NCVHS) identifies the necessity for more comprehensive 

sensitive categories requiring special handling to satisfy patient privacy needs.(National 

Committee on Vital and Health Statistics. Recommendations Regarding Sensitive Health 

Information, 2010; Simon P. Cohn, 2008) 

In support, the Office of the National Coordinator of Health Information 

Technology (ONC) also recommends to provide patients with individual choices with 

respect to making informed decision about use and disclosure of their data as well as 

limiting health data disclosure to specified purpose.(Health IT policy committee, privacy 

and security tiger team, letter to David Blumenthal, Chairman of the Office of National 

Coordinator for Health IT, 2010) The ONC suggests that consent tools should allow 
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patients more granular control over their consent decisions including authority to 

exchange specific health information with capability withhold other records per 

individual patient choices.  

Moreover, researchers have acknowledged the need for more comprehensive 

sensitive data categories, assessing individual’s perceptions towards those categories as 

well as desires control over sharing their health data to satisfy their privacy needs.(E. Bell 

et al., 2014; E. A. Bell et al., 2014; Caine & Hanania, 2013; M. A. Grando et al., 2017; 

SAMHSA-HRSA Center for Integrated Health Solutions. The Current State of Sharing 

Behavioral Health Information in Health Information Exchanges, 2014; Whiddett et al., 

2006) While patients seem to want choices on what data to share for care and research, 

traditional data sharing consent models often support broad consent choices such as share 

all or none of the data. There is a need for effective consent tools that support patient-

driven granular data sharing control. 

Overall, there is a lack of understanding of what the preferences of patients with 

BHCs are regarding sensitivity and sharing of medical records information. My 

hypotheses are: 1) there is a diversity in medical record sensitivity and sharing 

preferences of patients with BHCs with respect to type of information, recipients 

and purpose of sharing; and 2) there is a mismatch between the existing sensitive 

data categories and the desires of patients with BHCs. 

I introduce novel informatics approaches to characterize and compare data 

sensitivity perspectives and apply them to inform the development of patient-centered 

sensitive data sharing technologies. The insights gained from our research will help to 
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provide recommendations to effectively support consent mechanisms affording patient-

driven granular control over data sharing.      

 Although this research focuses on a specific population of patients with BHCs 

the proposed approaches can be readily applied to other clinical environments with 

minimal modifications. Along with behavioral and physical health patients, healthy 

individuals and legal guardians of children and adult patients are often involved in 

consent decisions. The approaches could be adapted and applied in understanding their 

perspectives on medical records sensitivity and sharing and compare perspectives on 

various types of data categories and sensitive types, not just the one considered here.    

1.2 Research Aims  

Aim 1: Systematic review of literature on perceptions on data sensitivity and sharing 

Conduct a systematic literature review of methodological approaches to assess 

perceptions on data sensitivity, data privacy and data sharing preferences.  

Aim 2: Survey patients with behavioral health conditions on their perspectives on 

sensitive medical record sharing  

Design a survey to address knowledge gaps identified in Aim 1. Survey English 

and Spanish speaking patients with BHCs to capture their perceptions on data privacy 

and data sensitivity.  

Aim 3: Interview patients with behavioral health conditions to understand their 

perspectives on sensitive medical record sharing 

Leveraging on the outcomes of the completed survey (Aim 2), propose and apply 

a mixed method approach that uses information extracted from the patient’s own 

medical records to personalize card sorting tasks and interviews. The aim of the method 
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is to assess patients with BHCs’ opinions regarding sensitivity of medical records and 

related sharing preferences to assess the research hypothesis that there is a diversity in 

medical record sensitivity and sharing preferences of patients with BHCs with respect to 

type of information, recipients and purpose of sharing. 

Aim 4: Contrast patient and provider perspectives on sensitive medical record sharing 

Apply a mixed method approach to contrast perceptions on sensitivity of 

medical records of patients from Aim 3 and healthcare providers to discover rationale 

behind agreements, partial agreements, and disagreements. This aim tests the hypothesis 

that there is a mismatch between the existing sensitive data categories and the desires of 

patients with BHCs. 

1.3 Outline of Thesis 

This introduction chapter presents an overview of the scope of the research, aims 

and research hypotheses. Chapter 2 provides a summary of a literature review on methods 

assessing patients’ data privacy and data sensitivity perceptions. Chapters 3 summarizes 

the outcomes of the completed patient survey to understand the data sharing preferences 

and perceptions towards data sensitivity. A new methodology to assess individual’s 

perceptions of medical records sensitivity and medical records sharing preferences using 

their own medical records is proposed and applied in Chapter 4. Chapter 5 compares 

medical records sensitivity perspectives of patients with BHCs and healthcare providers. 

Conclusions, limitations and impact are provided in Chapter 6. 
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CHAPTER 2 

LITERATURE REVIEW ON METHODS TO ASSESS MEDICAL RECORDS 

SENSITIVITY AND SHARING PREFERENCES 

2.1 Introduction 

Sensitive health information possesses risks, such as stigma and discrimination, 

when disclosed. This chapter outlines the outcomes from a completed systematic review 

on methodological approaches to evaluate individual’s willingness to share health data 

and sensitivity perceptions, corresponding to Aim 1. 

Electronic and manual keyword searches were performed using five databases 

including PubMed, Scopus, Elsevier, BioMed Central and IEEE Xplore. Titles and 

abstracts were reviewed to identify suitable publications based on a set inclusion and 

exclusion criteria. Full texts of articles meeting inclusion criteria were reviewed. Author 

citations of the selected articles were reviewed to find additional relevant articles.  

A total of 1,065 articles were found. Upon removal of duplicates, 961 unique 

articles were identified. Titles and abstracts of these unique articles were reviewed. Five 

publications focusing on assessment of patients’ perspectives on data sharing and 

sensitivity were found based on full text review. Additional three relevant articles were 

added after full text review of author citations.  

Qualitative approaches (such as interviews, survey, focus groups, etc.) came 

across as prominent methods used in understanding such perspectives. Only two studies 

used patients’ own medical records to explore what types of information are considered 

sensitive and how their perceptions affect data sharing preferences. No study was found 



www.manaraa.com

  7 

to quantify and explain differences in data sensitivity perceptions between patients and 

standard definitions (e.g. clinical providers or health policies). 

The main findings of this review indicated that the participating individuals were 

less willing to share sensitive information about sexually transmitted diseases, abortions 

and infertility, family medical history/genetic disorders, mental illness, drug/alcohol 

related incidents, previous operations/procedures/dates and their current medications. 

Participants’ willingness to share data also varied based on purpose of sharing, for 

example, treatment or research. Participants’ lack of EHR comprehension encouraged the 

desire to know more about their health data for making informed data sharing decisions.  

In summary, we identified that there is a need for methodologies to study medical 

record sensitivity and willingness to share various types of sensitive and non-sensitive 

data personalized to the individual’s own medical records. The studies identified in this 

review and approaches employed by the studies to understand sensitivity perspectives 

inform the development of novel mixed methods approach to assess data sensitivity and 

sharing preferences of individuals with behavioral health conditions (Aim 3). 

This systematic review has been published in the Journal of Biomedical 

Informatics-X along with outcomes of Aim 3 (Details in Chapter 4).(Soni et al., 2020)  

“Soni, H., Grando, A., Murcko, A., Diaz, S., Mukundan, M., Idouraine, N., Karway, G., 

Todd, M., Chern, D., Dye, C., & Whitfield, M. J. (2020). State of the art and a 

mixed-method personalized approach to assess patient perceptions on medical 

record sharing and sensitivity. Journal of Biomedical Informatics, 101, 103338. 

https://doi.org/10.1016/j.jbi.2019.103338” 
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2.2 Literature Search Methods 

2.2.1 Search Strategy 

Preliminary narrative searches were conducted to identify keywords and 

candidate search terms. Based on this, the following standard search string containing 

generalized keywords was used for the search to avoid any potential bias in searching for 

studies representing the state of the art:  

(Share OR Sharing) AND (Sensitive OR Private) AND (Health Record OR EHR OR 

Medical Record OR EMR)  

Synonyms of the candidate terms were included using Boolean operator ‘OR’ to 

maximize the efficiency. As a first step, electronic searches were performed using five 

electronic databases: PubMed, Scopus, Elsevier, BioMed Central and IEEE Xplore. In 

addition, database specific criteria were defined to refine the search as explained in Table 

2.1. Next, the title and abstract of each article was independently and manually audited by 

two researchers (Hiral Soni and George Karway). The articles meeting inclusion criteria 

(section 2.2.2) were included for the full text review. Full text for each paper was 

reviewed to select potentially relevant articles. The snowballing approach was used to 

audit the reference lists of included articles in the full text review to find additional 

relevant articles.(Wohlin, 2014) Full text of each selected article was reviewed for 

inclusion in the final review (Figure 2.1). Disagreements between the two reviewers were 

resolved by consensus. Final outcomes were revised by a third reviewer. 
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Table 2. 1 Literature Search Strategy and Database Specific Criteria 

2.2.2 Inclusion and Exclusion Criteria 

This study focuses on reviewing the literature with a concentration on design, 

assessment, or evaluation of willingness to share data and/or data sensitivity perceptions 

of patients, legal guardians or surrogates of the patients, healthy individuals and health 

providers. Only English language studies were included. Research, journal and 

conference articles from 2009 and 2019 were used. Incomplete studies, editorials, opinion 

papers, reviews and commentaries were excluded from consideration.  

2.3 Review of the Literature on Individual Perceptions of Data Sensitivity and Sharing 

Preferences  

Electronic searches resulted in a total of 1,065 articles of which 104 articles 

appeared in the multiple databases. Upon de-duplication, we manually screened titles and 

abstracts of 961 unique articles. Applying the inclusion and exclusion criteria, 956 

articles were excluded after screening; five were included in the full text review. Table 

2.2 outlines the primary objectives of the excluded articles. We also identified three 

additional articles through forward snowballing. The snowballing process was iterated 

until no more relevant articles were found in the author citations. Three of the eight 

articles were found to be related to assessing, both individuals’ preferences of sharing 

Database Included Journals/Conferences Other Criteria 

Biomed Central BMC Medical Informatics and Decision Making - 

Elsevier 

International Journal of Medical Informatics 

Journal of Biomedical Informatics 

Patient Education and Counselling 

- 

IEEE Xplore All - 

PubMed All Species: Human 

Scopus All - 
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healthcare data and data sensitivity perceptions. Given the scarcity of research, we also 

included five articles with a focus on willingness to share healthcare data. Figure 2.1 

depicts the literature search strategy and process. 

Table 2. 2 Objectives of Excluded Articles based on Title and Abstract Review 

Objectives of Excluded Articles 
# of 

Articles 

Big data and blockchain in healthcare 9 

Clinical workflow and communications 11 

Conference summary and recommendations 2 

Data reuse in care and research 7 

Development/discussion of technology for data sharing 56 

Development/discussion of other healthcare technology, databases, models, 

frameworks, etc. 
454 

Discussion of health status 19 

Ethical and legal considerations of health data and sharing 11 

Ethical and legal considerations of health information technology 5 

Health information management and practices 5 

Impact of cultural barriers 1 

Integrated and patient-centered care 7 

Patient and family engagement in health care and related decisions 29 

Patient experiences related to health 1 

Patient and provider interaction 29 

Patient or provider education 11 

Preferences or attitudes towards electronic health records (EHRs) 42 

Preferences or attitudes towards health information exchange 18 

Preferences or attitudes towards health information technology 42 

Preferences or barriers in using and/or sharing data 11 

Review of existing technology/solutions 16 

Security and privacy concerns of sharing data 16 

Security and privacy of health data 93 

Security and privacy of health information technology 23 

Shared decision making in healthcare 8 

Storage and/or management of health data 22 

Use and management of health information technology 8 

Total 956 
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Figure 2. 1 Literature Search Strategy and Process 

2.3.1 Main Findings 

Various qualitative and quantitative methods were employed in understanding 

individuals’ perspectives of sensitive data sharing. In this section, describe the included 

studies and method used. Three studies (Grande et al., 2015; King et al., 2012; Weitzman 

et al., 2012) provided insight into perceptions of health data sensitivity as well as 
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preferences for sharing the data for care and/or research. Five studies (Caine et al., 2015; 

Caine & Hanania, 2013; Schwartz et al., 2015; Teixeira et al., 2011; Tierney et al., 2015) 

focused on evaluating preferences towards sharing health data. Table 2.3 summarizes the 

eight selected papers, population of interest and objectives, methods used and key 

findings.  

2.3.1.1 Assessment of both Sensitivity Perceptions and Sharing Preferences 

In a semi-structured web-based survey, Weitzman et al. captured attitudes and 

practices related to sharing health information of patients and parents/guardians using the 

personally controlled health records (PCHR) system.(Weitzman et al., 2012) As a part of 

a larger survey, authors asked participants about their willingness to share data from 

PCHR, conditions and context of sharing and sensitivity towards a set of categories. The 

categories included contagious illness, violence, sexually transmitted diseases, tobacco, 

alcohol, other substances, genetic disorders, mental illness, family information and 

financial information.  

King and colleagues. focused on discovering Australian adults’ (18 years or older) 

attitudes towards privacy in health care via focus groups and a social survey.(King et al., 

2012) The focus groups asked participants about their views on privacy of health 

information used for research and a social survey of 700 adults asked about privacy 

concerns towards certain types of health record items including sexually transmitted 

disease, abortion and infertility, family medical history/genetic disorders, mental illness, 

drug/alcohol incidents, list of previous operations/procedures/dates and current 

medications. The survey also asked participants’ concerns about sharing their information 
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for research. The study did not focus on participant’s willingness to share information for 

care and treatment purposes.    

Lastly, a comparative study by Grande et al. administered an online survey with 

embedded conjoint experiments to understand the differences in willingness to share 

health information and sensitivity of health information of individuals with and without 

history of cancer.(Grande et al., 2015) Conjoint analysis is marketing research tool to 

understand the preferences towards individual attributes of consumer products.(Grande et 

al., 2013) Using scenario-based conjoint experiments, the authors compared three 

attributes related to information use including who will access the information, for what 

purpose as well as sensitivity of the information. The participants were randomly 

assigned six scenarios created by the researchers and were asked to rate their willingness 

to share personal health information on a 1–10 scale (1=low, 10=high).    

2.3.1.2 Assessment of Data Sharing Preferences 

Caine and Hanania conducted a study to assess desires of adult patients receiving 

healthcare in central Indiana regarding granular privacy control of their health 

information and diversity in preferences based on the sensitivity of electronic medical 

record information.(Caine & Hanania, 2013) As a part of a larger study, two card sorting 

tasks were designed to understand patient preferences for sharing medical records with 

potential participants (for example, providers, researchers, family members, etc.). Card 

sorting is a commonly used approach to understand user perspectives on information 

architecture or organization.(Card Sorting, 2013) The authors introduced the five 

NCVHS sensitive categories during the study and assessed preferences of sharing high 

and low sensitive items, though sensitivity perceptions were not captured  In (Caine et al., 
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2015), Caine et al. reported on the outcomes of the semi-structured interviews designed 

to identify user needs to inform the design of an interface recording individual choices 

regarding EHR access. The interviews assessed selected aspects of an individual’s 

knowledge about their EHR contents and desire for granular control over this data.     

Schwartz et al. studied primary care patients’ willingness to share EHR data by 

allowing patients to restrict EHR access to various providers via a computer-based 

program.(Schwartz et al., 2015) In a demonstration project, patients could exert 

granular control and restrict access to all data or specific NCVHS sensitive categories and 

for a specified time period. Additionally, a follow-up Likert-style survey partially 

assessed control over access to information. In a concurrent study, Tierney et al. asked 

providers their opinions about patients controlling the access to their EHR data.(Tierney 

et al., 2015) If patients in (Schwartz et al., 2015) restricted access to EHR for any 

providers, relevant data was redacted for the providers whose access was restricted. 

However, if providers felt that important information might be being redacted, they could 

“break the glass” to view the redacted data during that EHR use session.  

Providers in (Tierney et al., 2015) participated in the demonstration project, as 

well as completed a post-study semi-structured survey containing Likert-style and 

open-ended questions partly focusing on their opinions and comfort level regarding 

patient control over EHR data access, the effect of such restrictions and related concerns.  

Teixeira et al. conducted a survey study to understand attitudes of persons with 

HIV towards their personal health information storage and sharing.(Teixeira et al., 2011) 

Authors assessed individual’s willingness to share their personal health information with 

various recipients.  
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Table 2. 3 Summary of Findings 
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2.3.2 Summary 

With the exception or Tierney et al, the other seven papers focus on the 

populations of patients and/or parents/guardians of patients.(Tierney et al., 2015) The 

outcomes from our literature review suggest that the type and sensitivity of the health 

information, (Caine et al., 2015; Caine & Hanania, 2013; Grande et al., 2015; King et al., 

2012) the type of data recipient (Caine et al., 2015; Caine & Hanania, 2013; Schwartz et 

al., 2015; Teixeira et al., 2011; Weitzman et al., 2012) and the purpose of data use 

(Grande et al., 2015; King et al., 2012; Weitzman et al., 2012) may influence subjects’ 

attitudes towards sharing medical data. Subjects are less willing to share information that 

is highly personal, such as sensitive information about sexually transmitted diseases, 

abortions and infertility, family medical history/genetic disorders, mental illness, 

drug/alcohol related incidents, operations/procedures/dates and current medications. 

Subjects’ willingness to share decreases when the research is done by commercial or for-

profit entities and the purpose of data use is different from treatment. Caine et al. found 

that subjects’ lack of  knowledge of what data is in their EHRs and with to know more to 

make better informed data sharing decisions.(Caine et al., 2015) 

Qualitative methods such as surveys and interviews emerged as prominent 

methods to assess individuals’ views of sensitive data and pertinent sharing 

preferences.(Caine et al., 2015; Caine & Hanania, 2013; Grande et al., 2015; King et al., 

2012; Schwartz et al., 2015; Teixeira et al., 2011; Tierney et al., 2015; Weitzman et al., 

2012) In conjunction with qualitative methods, other approaches, such as conjoint 

experiment and hands-on project demonstrations were used.(Grande et al., 2015; 

Schwartz et al., 2015; Tierney et al., 2015)  
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In general, most of the studies attempted to understand individual’s perspectives 

of health record sensitivity or sharing preferences as part of a larger study.(Caine et al., 

2015; Grande et al., 2015; King et al., 2012; Teixeira et al., 2011; Tierney et al., 2015; 

Weitzman et al., 2012) Except for Schwartz and Tierney et al., none of the studies 

identified used own patient’s EHRs.(Schwartz et al., 2015; Tierney et al., 2015)  

Previously, individuals have been asked about their preferences towards NCVHS 

recommended sensitive date categories for care and research.(Caine & Hanania, 2013; 

Schwartz et al., 2015) Individuals ’ preferences towards a broader list of potentially 

sensitive categories have been explored.(King et al., 2012; Weitzman et al., 2012) 

Researchers and policy makers have advocated for better understanding of patient 

perception and the need for identifying sensitive data categories.(Caine & Hanania, 2013; 

National Committee on Vital and Health Statistics. Recommendations Regarding 

Sensitive Health Information, 2010)  

Overall, there is a need for methodologies to study medical record sensitivity and 

willingness to share various types of sensitive and non-sensitive data personalized to the 

individual’s own EHRs. In the next section, we propose a novel mixed-method approach 

that uses individuals’ own EHRs to assess perceptions of the sensitivity of medical 

records and willingness to share these records for care and research. 

2.4 Conclusion 

Driven by a need to identify and employ standard approaches to understand data 

sharing and preferences, this chapter reviews the current state of the art on such 

methodologies. It was found that there is a need for methodologies to study: 1) data 

sensitivity and willingness to share data, especially methods personalized to the 
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individual’s own medical records, and 2) differences in patient and provider views on 

data sensitivity to inform the development of effective processes, technology and policies 

on sensitive data sharing. 

In support of the goals of this research, this literature review informed the 

development of a preliminary semi-structured survey (Aim 2; Chapter 3) and 

personalized card sorting interviews (Aim 3; Chapter 4). Next chapters aim to address the 

knowledge gaps identified through the completed systematic literature review. 
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CHAPTER 3 

PERCEPTIONS AND PREFERENCES ABOUT GRANULAR DATA SHARING AND 

PRIVACY OF PATIENTS WITH BEHAVIORAL HEALTH CONDITIONS 

3.1 Introduction 

The outcomes of the literature review conducted in the previous chapter suggested 

the lack of studies assessing perceptions on data sensitivity and willingness to share data. 

Especially, there is a lack of research focusing on data sharing preferences of patients 

with BHCs for care and research.(Caine et al., 2015; Caine & Hanania, 2013; Grande et 

al., 2015; King et al., 2012; Schwartz et al., 2015; Teixeira et al., 2011; Tierney et al., 

2015; Weitzman et al., 2012) We developed a preliminary survey to elicit data sharing 

views of Spanish and English-speaking patients with BHCs, including those with SMI.  

We designed a semi-structured 19-question survey on demographics, self-stigma, 

quality of life, granular data sharing and sensitiveness of information to understand the 

perceptions of sensitive data and data sharing preferences of patients with BHCs (Aim 3). 

Descriptive and inferential statistical methods were used for analyses. 

Eighty-six patients with BHCs (n=37 Latinos; n=32 with SMI) completed 

questionnaires, in either English or Spanish, with items assessing their views on privacy 

and sensitivity of health record information. Patients self-reported having sensitive 

information in their medical records and many participants (64.15%) wanted to restrict 

those records from some or all health care providers.  Participants indicated they would 

be extremely to somewhat willing to share their data for research purposes with their care 

facilities and universities (96.5%). Most patients (82.5%) considered mental health 

information as sensitive. In general, there was a direct correspondence between perceived 
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sensitivity of information and willingness to share with all or some providers. Survey 

participants asked frequent clarifications on the meaning of some types of sensitive data, 

such as genetic data. The ‘It does not apply to me’ response was frequently used when 

asked about sensitive data sharing (34.4% for all types of data, and 29.7% for behavioral 

health data). Most participants (96.5%) indicated they would be extremely to somewhat 

willing to share their data for research with their care facilities and universities.  

The results indicated variations in patient preferences of sensitive data sharing. 

The frequent selection of ‘It does not apply to me’ responses and clarifications asked by 

patients related to data categories (e.g. genetic data) point towards potential lack of 

understanding of sensitive medical information, or stigma related to sharing certain 

information. 

The results of this research are published as a conference paper in the 17th World 

Congress of Medical and Health Informatics (MEDINFO) 2019 conference.(Soni et al., 

2019)  

 “Soni, H., Grando, A., Aliste, M. P., Murcko, A., Todd, M., Mukundan, M., Saks, M., 

Horrow, C., Sharp, R., Dye, C., Chern, D., Whitfield, M. J., & Callesen, M. (2019). 

Perceptions and Preferences About Granular Data Sharing and Privacy of 

Behavioral Health Patients. Studies in Health Technology and Informatics, 264, 

1361–1365. https://doi.org/10.3233/SHTI190449” 

3.2 Methods 

3.2.1 Study Sites 

Study site 1 is a community clinic in Arizona providing general mental health 

(GMH) treatment and social services to adults of all ages. Site 2 offers case management 

https://doi.org/10.3233/SHTI190449
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services to adult patients in Arizona with SMI. This study was approved by the Arizona 

State University (ASU) Institutional Review Board (IRB) (Studies# 4371 (3/2/2017) and 

5835 (3/8/2017)). 

3.2.2 Survey 

Our survey was based on a formative survey developed by Grando and colleagues 

to understand the data sharing preferences of patients with BHCs. (M. A. Grando et al., 

2017) (Appendix D).  Demographic information was categorized based on US Census 

Bureau classifications, except diagnoses, which were adapted per National Institute of 

Mental Health (NIMH) categorization.(Bureau, n.d.; NIMH » Individual Mental and 

Behavioral Disorders for U.S., n.d.) The sensitive categories used in our instrument to 

ask questions related to sensitive data were based on those used by the National 

Committee on Vital and Health Statistics.(National Committee on Vital and Health 

Statistics. Recommendations Regarding Sensitive Health Information, 2010) The 

resulting survey was translated to Spanish and back-translated to English by native 

Spanish speakers. 

3.2.3 Survey Reliability Testing 

Reliabilities of questionnaire items were examined using a test-retest approach 

with 31 Spanish and English-speaking adult patients with BHCs from study sites 1 and 2. 

Participants completed the questionnaire, in either English or Spanish, on two occasions, 

14-21 days apart. Questionnaire items were revised based on the outcomes of the 

reliability analyses. The revised questionnaire was used in the current study. 
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3.2.4 Study Participants 

Potential participants were identified by study site staff members during routine 

clinical visits and referred to the recruiters. After the recruiter met with the prospective 

participant at the facility and explained the study to him/her (in either English or 

Spanish), the recruiter assessed the participant’s decision-making capability (using the 

University of California, San Diego Brief Assessment of Capacity to Consent (UBACC) 

test).(Jeste et al., 2007) We excluded participants with low consent comprehension (i.e., 

with UBACC scores < 15). Adult patients (21 years old or older) diagnosed with GMH or 

SMI who agreed to complete the questionnaire in English or Spanish and were deemed 

capable of giving informed consent were considered eligible to participate.  

3.2.5 Study Design 

After initial screening and consenting eligible participant, the recruiter offered the 

participants the option of completing the questionnaire either in English or Spanish, and 

either electronically or on paper. The recruiter was present to help the participant with 

any questions or technical difficulties. Participants were compensated for their time.  

3.2.6 Data Analysis 

We used univariate statistics (e.g., frequencies, means, standard deviations, 

percentages) and plots to summarize the data. Parametric inferential statistical methods 

were used to analyze perceptions of data sensitivity and willingness to share data among 

English and Spanish-speaking, Latino and non-Latino participants from GMH and SMI 

populations.  
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3.3 Results 

3.3.1 Demographics 

Of the 88 participants recruited, 2 were excluded because of inability to 

understand and follow the study protocol, as measured by the UBACC test. Table 3.1 

shows the demographics of participants included in the sample. The majority (n = 54; 

62.8%) of patients had a GMH condition, while the rest were patients with SMI 

diagnoses.  Most participants (n = 71; 82.5%) opted to have the questionnaire 

administered in English; the remainder opted for Spanish.  
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Table 3. 1 Demographics of Participants 

Participant characteristic Patients (n=86) 

Freq. (%) 

Age (Years) 

21-30 

31-40 

41-50 

51-60 

61-70 

>70 

Unknown 

 

19 (22.1) 

24 (27.9) 

16 (18.6) 

15 (17.4) 

 9 (10.5) 

2 (2.3) 

1 (1.2) 

Gender 

Male 

Female 

Other 

 

26 (28.9) 

59 (70.0) 

1 (1.1) 

Race/Ethnicity 

White Alone, Not Hispanic or Latino  

Black or African American 

Hispanic or Latino 

Native American or Alaskan Native 

Other, Unknown 

 

34 (38.9) 

11 (12.1) 

37 (44.4) 

3 (3.3) 

1 (1.1) 

Income 

≤$10000 

$10001-$20000 

$20001-$30000 

>$30001 

 

50 (58.1) 

23 (26.7) 

10 (11.6) 

3 (3.5) 

Education 

No Schooling 

Middle school (grades 6-8) 

Some high school (no diploma) 

High school graduate (or equivalent) 

Some college (1-4 years, no degree) 

Associate degree (including occupation/academic degrees) 

Bachelor’s degree (BA, BS, AB, etc.) 

 

1 (1.2) 

9 (10.5) 

14 (16.3) 

19 (22.1) 

24 (27.9) 

14 (16.2) 

5 (5.8) 

Patient Diagnoses 

Anxiety or panic disorder 

Bipolar Disorder 

Depression 

Impulse Control Problems 

Identity or memory problems 

Eating disorder 

Obsessive compulsive disorder 

Personality disorder 

Schizophrenia or other psychosis 

Drug or alcohol addiction 

Post-traumatic stress disorder or adjustment disorder 

Chronic pain or somatic disorder 

Other 

 

65 (74.4) 

34 (37.8) 

65 (74.4) 

10 (12.2) 

22 (25.6) 

5 (5.6) 

9 (10.0) 

13 (14.4) 

14 (16.7) 

18 (20.0) 

36 (41.1) 

24 (26.7) 

1 (3.3) 
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3.3.2 Data Sharing for Care 

We asked questions to understand participant’s desire for granular data sharing 

control based on type of information, information recipient (provider or researcher) and 

purpose of data usage. We asked participants how likely they were to share their 

behavioral health data with different behavioral and non-behavioral providers (Figure 

3.1). Participants were most willing to always or sometimes share their health 

information with the behavioral providers at the study sites, followed by emergency 

providers, other non-behavioral providers at the study sites (e.g., primary and specialty 

care providers, pharmacists), behavioral providers outside the sites, and lastly with other 

non-behavioral providers outside the study sites.  

 

Figure 3. 1 Behavioral Health Data Sharing Preferences, based on the Type of 

Medical Provider 

No significant differences in responses were seen when we divided participants in 

groups such as, English vs. Spanish speakers (p=0.8657, χ2=1.2745, Chi Square Test), 

Latino vs. non-Latino participants (p=0.9409, χ2=0.7816, Chi Square Test) and GMH vs. 

SMI patients (p=0.9982, χ2=0.1216, Chi Square Test). 
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In assessing participants’ perceptions about how sensitive different types of health 

information are, we provided them with eight health information categories: mental 

health, psychotherapy notes, sexual and reproductive health, domestic violence and abuse 

information, information on sexually transmitted diseases, drug or substance abuse, 

alcohol abuse, and genetic data. Most participants considered mental health information 

the most sensitive, followed by psychotherapy notes (Figure 3.2). For several categories, 

the most common single response was ‘It does not apply to me’.  Unfortunately, we did 

not collect with the survey information that could be used to check if the participant did 

not have certain types of sensitive medical records.  

 

Figure 3. 2 Health Categories and Classification as Sensitive Information 

Participants were then asked about the likelihood of sharing sensitive health 

information with providers outside the study sites (Figure 3.3). We computed the mean 

percentage of patients who wanted choices regarding sharing their data with different 

types of providers. On average, when self-reporting having sensitive information in their 
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medical records (the option ‘It does not apply to me’ was not selected), many participants 

(64.15%) wanted to restrict those records from some or all health care providers.   

 

Figure 3. 3 Willingness to Share Sensitive Health Data with Providers Outside Study 

Sites 

In general, we observed a direct correspondence between sensitivity of 

information and willingness to share (Figure 3.4). The more sensitive the participant 

thought that the information was, the more willing he/she was to share it with all or some 

providers. The main exception was genetic data. While participants considered genetic 

data less sensitive type of information, they ranked it as the third most sharable. Though, 

no significant associations were found among willingness to share information and 

sensitivity towards information among all categories except for sexually transmitted 

diseases (p<0.05, Fisher’s Exact Test). 
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Figure 3. 4 Observed Correspondence Trend between Sensitivity and Willingness to 

Share 

We asked participants about providers’ access to health information when 

prescribing a new medication. Most participants (78.0%) responded that the providers 

should have access to all their health data, 12.0% thought that providers should see only 

the data to which a patient provides the access, and 10.0% indicated that the providers 

should see all the health data only when the new medication may have any harmful 

interactions or effects.  

Similarly, we asked patients about emergency providers’ access to data in a life-

threatening situation. Most of the participants (70.0%), reported that providers should 

have access to all their data, 19.0% endorsed giving emergency providers access only to 

data shared by the patients, and 11.0% indicated that providers should have access to all 

health data only when the emergency may be life threatening. 
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Participants endorsed sharing their data when it can benefit their own care and 

treatment (77.8%) or if/when their providers asked them to share their data (61.1%). 

Large majorities of participants trusted the providers at the study sites overall (87.8%) 

and trusted them to share only the health data that they consented to share (93.3%). Large 

majorities also reported that they would be upset if their providers shared their health data 

without asking them (83.3%) and that they might react by leaving such providers 

(65.6%). Only 30% of the participants reported worrying about providers knowing that 

they receive mental health treatment. 

3.3.3 Data sharing for Research 

Participants were generally willing to share health information with researchers 

when their own care (91.1%) or care for others (78.9%) could be improved. About half 

(51.1%) of participants, indicated they would always share their data for research, while 

35.6% indicated that they would share their data for research if they were paid for it.  

Finally, we asked participants how likely they would be to share their health 

information with researchers (Figure 3.5). Participants indicated they would be extremely 

to somewhat willing to share their data for research purposes with their care facilities 

(96.5%). Participants appeared less willing to share their health information with drug 

development companies and government agencies.  
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Figure 3. 5 Willingness to Share Data for Research with Different Types of 

Organizations 

For each participant, we looked at if their willingness level varied between 

different types of organizations. For example, varying willingness to share data with care 

facility compared to drug companies. Most (78.9%) participants desired control over how 

they want to share data with different research organizations.  
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vs. Spanish speakers (p=0.9904, χ2=0.2913, Chi Square Test), between Latino vs. non-

Latino participants (p=0.9640, χ2=0.5913, Chi Square Test) as well as between GMH vs. 

SMI patients (p=0.9928, χ2=0.2500, Chi Square Test).  
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conditions, it has been reported that patients with and without sensitive information 

prefer to restrict the sharing of sensitive versus less-sensitive EHR information.(Caine & 

Hanania, 2013; Kim et al., 2017) As reported in the literature, most of the participants 

appeared to be motivated to share health data unconditionally to avoid medical 

emergencies or drug-drug interactions.(Caine & Hanania, 2013; Hiestand et al., 2017; 

Patel et al., 2011) As in previous studies, our participants trusted their providers at the 

study sites and trust in providers was an important motivation for sharing health 

information.(M. A. Grando et al., 2017; Ricciardi, 2010; Serenko & Fan, 2013; Teixeira 

et al., 2011) Additionally, improvement in a patient’s own care and treatment was an 

important motivating factor for sharing health data with providers. As in (M. A. Grando 

et al., 2017; Kim et al., 2017) patients wanted control on how to share health data with 

researchers. Consistent with literature, willingness to share data decreases when the 

recipient is a for-profit research organization.(E. A. Bell et al., 2014; M. A. Grando et al., 

2017) 

The response ‘It does not apply to me’ was frequently used when asked to assess 

the sensitivity of health data and willingness to share sensitive data with providers 

(34.4% for all types of data, and 29.7% for mental health, psychotherapy notes, drug or 

substance abuse and alcohol abuse). For some categories, like sexually transmitted 

disease or substance abuse, it is highly probable that the question did not apply to the 

participants. Though, participants’ lack of understanding of the meaning of certain 

sensitive data categories or stigma related to disclosing this information could be 

potential explanations for this response. 
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For other categories, such as genetic data, the recruiters received frequent requests 

from participations for clarifications. We also observed that, compared to a direct trend 

among other sensitive categories, though patients considered genetic data less sensitive, 

they were very willing to share this information. This could also point to disparity in 

patient understanding of the category compared to provider interpretations.  

Altogether, these results promote the need for better understanding of subjects’ 

varying data sharing preferences and health literacy. 

3.4.1 Challenges and Limitations 

A limitation of our study is that study participants were sampled from only two 

outpatient clinics in similar geographic areas with similar social demographics. 

Additional studies should be conducted on a larger sample of the population to capture 

more diverse views.   

3.4.2 Generalizability and Expansion 

 We applied the survey to assess data sensitivity and sharing preferences of 

patients with BHCs. This survey could be employed in understanding data sharing 

preferences of other population (such as healthy individuals or physical health patients), 

other types of sensitive categories (such as the NCVHS sensitive categories), types of 

providers and researchers, etc. with minimal modifications.  

 Inclusion of more open-ended response options in questions allowing patients 

choices of adding additional sensitive categories or type of providers could provide better 

understanding of patient preferences. 
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3.4.3 Future Work 

Further research is needed to better understand survey outcomes, including 

granularity demands in data sharing as well as evaluate frequent use of ‘It does not apply 

to me’ responses. The outcomes of this survey guide follow-up card sorting interviews 

(Aim 3). In the upcoming interviews, data privacy questions are asked while study 

participants have access to a subset of their own medical records.  

3.5 Conclusions 

A better understanding of attitudes patients with BHCs towards data sensitivity 

and sharing is needed. Our findings observed differences in patient perceptions of 

sensitivity as well as demand for more granular data sharing choices. 

The recurrent selection of ‘It does not apply to me’ responses by patients and 

frequent questions (e.g. what is genetic data?), could reflect lack of knowledge of certain 

sensitive medical records categories or stigma related to sharing certain information. This 

calls for a better understanding of patients’ medical records sensitivity perspectives to 

guide more effective granular informed consent processes.  

In doing so, I propose and apply a novel card-sorting interview approach (Aim 3; 

Chapter 4) personalized to participants’ own medical records to a subset of the surveyed 

patients.  
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CHAPTER 4 

NOVEL METHOD TO ASSESS MEDICAL RECORD SENSITIVITY PERCEPTIONS 

4.1 Introduction 

In Aim 1 (Chapter 2), our systematic literature review revealed that few studies 

have used a patients’ own medical record information to explore types of information 

patients considered sensitive and how such perceptions affected data sharing 

preferences.(Caine et al., 2015; Caine & Hanania, 2013; Grande et al., 2015; King et al., 

2012; Schwartz et al., 2015; Teixeira et al., 2011; Tierney et al., 2015; Weitzman et al., 

2012) The outcomes of Aim 2 (Chapter 3) identified the need to better understand 

attitudes of patients with BHCs towards data sensitivity and sharing. It was assumed that 

patients might lack of understanding of certain sensitive categories or there is potential 

stigma of having certain types of sensitive information in their medical records. To 

further investigate patient preferences and to address the knowledge gaps, I designed 

personalized card sorting interview approach. The novelty of the approach is that it 

employs patients’ own medical records to personalize the assessment of patients’ views 

on data sensitivity and sharing preferences for care and research.  

Patients were asked permission to access their EHRs, including those available 

through the state’s health information exchange (HIE). Our study has been the first to use 

state’s health information exchange data for research. A semi-structured interview script 

with seven closed card sorting tasks was designed and personalized to each participant’s 

own medical records using thirty items from each patient’s medical records. This mixed 

method combines the quantitative outcomes from the card sorting exercises with themes 

captured from interview audio recording analysis.  
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Twenty-five patients with BHCs, English and Spanish-speaking, were recruited. 

On average, participants recognized 82.7% of the 30 items from their own EHRs. 

Participants considered mental health (76.0%), sexual and reproductive health sensitive 

(75.0%) whereas drug abuse (41.1%) and genetic data (40.0%) were considered less 

sensitive information. Participants were more willing to share information related to other 

addictions (100.0%), genetic data (95.8%) and general physical health information 

(90.5%) compared to communicable diseases (77.8%) and sexual and reproductive health 

(76%). When considering adverse situations such as new medication prescription or 

emergency, 52.0% and 28.0% participants, respectively, desired choices in sharing data. 

Preliminary comparison between patient and provider data category classifications led to 

66.3% agreements, 14.5% partial agreements, and 19.3% disagreements. Comparison 

with responses of Aim 2 survey indicated that, of 18 participants who responded that 

certain categories did not apply to them, 15 (83.3%) had some information in one or more 

of those sensitive categories.  

The interview findings indicated diversity in patient views on EHR sensitivity and 

data sharing preferences based on type of information, information recipients and 

information sharing purpose. The interviews identified that patients’ survey responses ‘It 

does not apply to me’ could be based on stigma related to certain sensitive categories 

(such as ‘drug abuse’) or differences in patient perceptions of sensitive medical records 

classifications compared to standard clinical interpretations (such as patients considering 

diabetes as ‘genetic data’ because it “runs in the family”). To further understand rationale 

for those differences, we compare patients’ perspectives with providers, in the next 

chapter (Aim 4, Chapter 5). 
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The design and application of this approach have been published in the Journal of 

Biomedical Informatics-X along with systematic literature review described in Aim 1 

(Chapter 2).(Soni et al., 2020) 

“Soni, H., Grando, A., Murcko, A., Diaz, S., Mukundan, M., Idouraine, N., Karway, G., 

Todd, M., Chern, D., Dye, C., & Whitfield, M. J. (2020). State of the art and a 

mixed-method personalized approach to assess patient perceptions on medical 

record sharing and sensitivity. Journal of Biomedical Informatics, 101, 103338. 

https://doi.org/10.1016/j.jbi.2019.103338” 

4.2 Methods 

Here, I propose a novel approach that uses individual’s own medical records to 

assess perceptions towards sensitivity of medical records and willingness to share these 

records for care and research. 

4.2.1 Research Team 

Subject matter experts from various fields were involved in the development and 

conduct of this mixed method approach, including biomedical informatics researchers 

and a statistician.  Clinicians reviewed the medical record categorizations and patient 

education material while study site leadership previewed the materials for 

appropriateness and compliance.  

4.2.2 Study Sites 

This study was conducted at two urban outpatient integrated health clinics 

providing behavioral and physical care to patients with BHCs. Access to additional 

records from non-behavioral health providers was obtained with permission from the 
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Arizona HIE. These records contained both structured and unstructured health behavioral 

and non-behavioral health records.  

Integrated clinics: Both Sites 1 and 2 provide physical and behavioral care. Site 1 

offers general mental health and social services to children, families and adults of all ages 

serving approximately 12,000 patients annually. Site 2 offers a range of recovery-focused 

services to approximately 1,000 adult patients with serious mental illnesses annually. 

Both sites use a similar proprietary EHR widely used in the US. 

HIE: Arizona’s statewide physical and behavioral HIE (HealthCurrent) supports 

nearly 500 participant providers and 8.9 million unique patients.(“Network by the 

Numbers,” 2017) Both Sites are members of the HIE. The HIE follows an opt-out 

consent model for physical health, meaning that data from participating healthcare 

organizations and providers is automatically shared unless patient explicitly declines to 

share. An opt-in consent is required for data protected by the 42 CFR Part 2 regulations. 

4.2.3 Study Participants 

Adult (21 years old or older) English or Spanish-speaking patients diagnosed with 

a general mental health condition were recruited at Site 1 and those with serious mental 

illnesses were recruited at Site 2. As part of the larger project, these participants have 

longitudinally participated in several studies, including the companion survey from Aim 

2 (Chapter 3) that served as the formative basis for this research. As part of the  original 

survey (described earlier), the decision-making capacity of the participant was assessed 

by verbally administering the UBACC test.(Jeste et al., 2007) This study was approved 

by the ASU IRB (Studies 7514 (2/6/2018) and 7731 (2/12/2018)). 
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4.2.4 Medical Record Access 

Participants from the original data sharing preferences survey were re-contacted 

and asked permission to access to their personal behavioral and physical health medical 

records available from their respective study sites and the HIE. As part of the study 

consent process, participants executed a HIPAA authorization to provide access to their 

records. Participants were compensated for their time. Patients were also asked 

permission to be re-contacted for the follow up interview.  

4.2.5 Medical Records Sorting and Selection to Create Personalized Cards 

We received access to structured and unstructured EHRs (only HIE) from the 

collaborating sites. This section describes sorting and selection of medical record items 

for the personalized card sorting tasks. Card sorting is a commonly used approach to 

understand information architecture views and allows researchers to understand user 

perceptions and preferences towards categorization of the topic of interest.(Card Sorting, 

2013) Figure 4.1 summarizes the approach designed to sort and categorize specific 

medical record items. 

Step 1. The first step involves classifying information received from the digital 

EHRs into sensitive data categories. We only used the structured medical record items for 

classification. For our study, items were assigned to one of eight data categories. Seven 

categories were based on the sensitive categories supported by Consent2Share: 1) mental 

health, 2) drug abuse, 3) alcohol use and alcoholism, 4) other addictions (such as tobacco 

use disorder), 5) sexual and reproductive health, 6) genetic data and 7) HIV/AIDs and 

other communicable diseases. Definitions of the classes were adapted based on the 

standard definitions used in Consent2Share tool by SAMHSA.(SAMHSA-HRSA Center 
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for Integrated Health Solutions. The Current State of Sharing Behavioral Health 

Information in Health Information Exchanges, 2014) An additional category, 8) other 

information, was included to accommodate non-sensitive information or other categories 

that do not clearly fit any of the above-mentioned categories.  

Step 2. The second step consists of classifying each item according to sensitivity. 

For example, in this study, each item was classified as “sensitive”, “not sensitive” or 

“possibly sensitive”. We considered an item “sensitive” if it could be categorized to one 

or more of the seven sensitive categories by our clinical collaborators. An item was “not 

sensitive” if classified as ‘other information’. An item was “possibly sensitive” if it could 

be classified as both “sensitive” and “not sensitive”. For example, the medication Vicodin 

(generic: acetaminophen-hydrocodone) is considered “possibly sensitive”. Vicodin abuse 

may be considered sensitive, while the use of Vicodin to manage severe acute pain may 

be categorized as not sensitive.  

Step 3. The third step is defining additional criteria to identify the medical record 

items for card sorting tasks. To meet the needs of this study, a 2:1 ratio of sensitive to not 

sensitive EHRs was used to achieve a higher number of sensitive items in the medical 

record cards. Therefore, we created 30 medical record cards (see section 4.6 for detail): 

20 representing potentially sensitive items and 10 corresponding to non-sensitive records.  

If the structured data from the Site EHR did not include 20 sensitive items, we carefully 

reviewed the clinical notes received from the HIE (unstructured records) to seek more 

sensitive items. More than 10 non-sensitive cards were included if there were insufficient 

sensitive records for any patient. We carefully reviewed patient EHRs to select 20 items 

representing different sensitive categories to create a diverse set of medical record items, 
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however, patients may not have medical record items belonging to each of the eight data 

categories. In such cases, we included items from the available categories. As feasible, 

cards represented medical diagnoses, laboratory results, medications, allergies, 

procedures, and services.  

Item Validation. The process described above was performed by four biomedical 

informatics student researchers and the outcomes were independently reviewed by two 

health providers (one internist and one psychiatrist). 

   

Figure 4. 1 Medical Record Sorting Approach with Example 

4.2.6 Personalized Card Sorting Tasks and Interview Script 

Card sorting allows researchers to understand user perceptions and preferences 

towards the topic of interest.(Card Sorting, 2013) In closed card sorting, participants are 

asked to sort content of interest in various predefined categories. With predefined 

categories, closed card sorting methods provide insight into how users classify the 

content in various categories.(Card Sorting, 2013)  

A semi-structured interview script (Appendix E) including seven card sorting 

tasks (Table 4.1) was developed and personalized to the medical records of the study 
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participants. Best practices for card sorting tasks recommend limiting the cards between 

30-40 items to minimize participant fatigue.(Card Sorting, 2013)  We selected the lower 

number, 30, based on the cognitive load of the tasks.   

The script and cards were available in English and Spanish. English script and 

cards were translated to Spanish and back translated to English by native Spanish 

speakers to ensure that the literacy levels were commensurate with patients’ educational 

background and reading ability. An accuracy certificate was presented to the IRB. 

Figure 4.2 shows an example of a study question to describe the card sorting 

components.  

 

Figure 4.2 Card Sorting Components and Example  
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Table 4. 1 Interview Sections and Related Questions 

Theme Questions 

Recognition of own 

medical records 

 

Q1: You may or may not remember the information in the white card. But we 

would like to know how much you remember. Do you recall this information 

from your present or past medical records? Can you also tell me what do you 

remember about each? We will go through these cards one by one. There might 

be some fill in the blanks in cards. We will fill those out as we move forward. 

Response Options: Yes; Unsure 

Classification of 

own medical 

records into 

sensitive categories 

Q2:  The medical records can be sorted in different data categories. For example, 

a card could have a medication related to depression. So, it may relate to the 

mental health. Could you sort the medical record cards in the data category cards 

on the table?  

Response Options: Drug Abuse; Alcohol Use and Alcoholism; Mental Health; 

Communicable Diseases; Genetic Data; Sexual and Reproductive Health; Other 

Addictions; Other Information  

[NOTE: After sorting the 30 cards a bundle was created for each category to 

answer Q3 and Q4] 

Sharing of data for 

care and research 

Q3: We would like to know your choices of sharing the data in these data 

category bundles. Would you share information in these bundles with the 

providers you might see outside Site X? 

Response Options: Hospitals; Primary Care Providers; Specialty Care 

Providers; Nurses; Case Managers; Licensed professional 

counselors/therapists; Pharmacists; Medical Assistants 

 

Q5: Imagine your primary care provider wants to start a new medication. The 

new medication may have side effects. The primary care provider wants to see 

your medical records. Which of these 30 medical record cards would you like 

your doctor to see? Could you tell me some reasons behind your choice? 

Response Options: Share This Information; Do not Share This Information 

 

Q6: Suppose you have an emergency. And you are unconscious when you come 

to emergency room. Your emergency care provider wants to see your medical 

records. But they are unable to ask your permission. Which of these medical 

record cards would you like your doctor to see? Could you tell me some reasons 

behind your choice? 

Response Options: Share This Information; Do not Share This Information 

 

Q7: The next question is related to sharing your medical records for research. 

There are many organizations that conduct research. For example, I am doing 

this research at Arizona State University. I will show you different researcher 

cards. Would you to share all your data for research? Can you please tell me why 

or why not? 

Response Options: Extremely Willing to Share; Quite Willing to Share; 

Somewhat Willing to Share; Not at All Willing to Share 

Data sensitivity 

perceptions 

Q4: We have the medical record in bundles of medical record cards. We also 

saw how willing you are to share these bundles with your providers. (Q3 below) 

Now, some of these bundles might require special handling. Sharing this 

information might harm you. A doctor or nurse might treat you differently. Do 

you think any of the bundles are sensitive for you? Could you please say why 

or why not? 

Response Options: Very Sensitive, Somewhat Sensitive; Not Sensitive 
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On the front of each medical record card, to increase patient comprehension, 

standard statements were used to describe the medical record items (Table 4.2).   

Table 4. 2 Standard Statements to Describe Medical Record Items 

Type of Item Standard Statement 

Diagnosis I have been diagnosed with <medical record item> 

Labs I have had a <medical record item> test 

Medications 
I have been prescribed <medical record item> medication for my 

_________ 

Allergies I have a <medical record item> allergy 

Procedures I have undergone a <medical record item> procedure for my _________ 

Services I have received a <medical record item> service for my _________ 

For medical record cards pertaining to medications, procedures and services, a 

‘fill in the blank’ slot was used for the patient to document the reason for the prescription 

or service. The flip side each medical record card contained pertinent written material 

curated from reputable resources, such as Medline Plus, to provide patients with 

standardized, on-demand information about medical record items if needed to help to 

identify and sort the cards appropriately.(MedlinePlus—Health Information from the 

National Library of Medicine, n.d.) Another purpose of educational material was to 

assess patient knowledge of their own medical records. The educational material, 

presented at 6th grade level (using the MS Word Flesch-Kincaid Grade Level) was 

reviewed by two clinicians.(How to Find the Readability Score for Your Word Document, 

n.d.) For example, education material related to a diagnosis of depression read: 

“Depression is a serious medical illness. It's more than just a feeling of being sad or 

"blue" for a few days.” 

For all interview questions (Table 4.1), response cards were provided. For 

example, various predefined Likert response options were created for questions Q1 and 
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Q3-Q7. In Q2, we provided response cards with 8 predefined data categories as detailed 

in section 2.5. During the study, patients could classify the 30 items in one of the eight 

data categories.   

For Question 2, participants received educational material about sensitive data 

categories on the flip side, with examples of medical record items classified under each 

data category. An example of supporting material related to the response card is ‘mental 

health information’ The flip side states: “Mental health problems affect mood, thinking 

and behavior. It can make you unhappy and can cause problems in your daily life. There 

are many causes of mental health problems. Genes, family history and life experiences 

may have an effect. There are many treatments available. Mental illness examples include 

Anxiety and Panic Disorders, Depression, Mood and Personality Disorders, Bipolar 

Disorder, Psychotic Disorder, etc.” 

4.2.7 Interviews 

Interview recordings were transcribed and coded by two bilingual (Spanish and 

English) co-authors using MS Excel.(Microsoft Excel 2016 Spreadsheet Software, Excel 

Free Trial, n.d.) The Spanish recordings were first transcribed in Spanish and later 

translated in English by a Spanish recruiter. Transcriptions were checked by a second 

translator. All transcriptions were reviewed for accuracy.  

The data captured as photographs of card sorting exercises were quantitatively 

coded and analyzed using MS Excel.(Microsoft Excel 2016 Spreadsheet Software, Excel 

Free Trial, n.d.) Descriptive measures were used to calculate frequency, mean and range. 

Below, we individually describe the analyses for each of the seven card sorting questions 

and relevant initial hypotheses. 
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Responses to the ‘fill in the blank’ section for medications, procedures and 

services cards (Q1) were compared to categorization by clinicians. This approach could 

help to assess a patient’s ability to recognize information from their own EHR. 

Researchers have previously studied patient comprehension of new medication 

prescriptions and  clinical data, such as laboratory tests.(Reynolds et al., 2018; Tarn & 

Flocke, 2011) Our hypothesis is that patients data categorizations may differ from 

provider categorizations and may have difficulties in recognize/remember some types of 

information related to their medical records.  

To assess opinions about sensitivity of medical records, their categorization 

rationale (Q2) were analyzed. We hypothesize that sensitive data perceptions will be 

different between patients.(National Committee on Vital and Health Statistics. 

Recommendations Regarding Sensitive Health Information, 2010; Simon P. Cohn, 2008) 

To assess variability in patient perceptions of data sensitivity, participants’ 

sensitivity and data categorizations assessed in Q4 were compared to the classifications 

provided by two clinicians in our research team. We believe that no comparable studies 

or methods exist for assessing patient perceptions of data sensitivity by category. 

Considering the open questions from previous survey, the frequent use of ‘it does not 

apply to me’  and questions related to the meaning of certain sensitive categories (e.g. 

genetic data), we hypothesize differences in sensitivity perceptions of patients.  

Questions Q3 and Q5-Q7 assessed preferences for data sharing based on 

information type, information receiver (health provider or research) and purpose of data 

use (care delivery or research).  Based on previous studies, we hypothesize diversity in 

patient perceptions of sensitivity of EHRs and sharing preferences.(E. Bell et al., 2014; 
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Caine et al., 2015; Dhopeshwarkar et al., 2012; M. A. Grando et al., 2017; Schwartz et 

al., 2015; Teixeira et al., 2011; Whiddett et al., 2006)  

We used the audio recording to verify accuracy and consistency of asterisks 

marked by the recruiters regarding patient’s reference to education material. Audio and 

card data were also used to determine instances when participants were uncertain what 

the card meant and asked for information rather than looking at the back of the card. In 

case of fill-in-the-blank exercises, agreements between participants’ responses were 

compared against online resources, like Medline Plus, and revised by a clinician in our 

research team to determine comprehension.(MedlinePlus—Health Information from the 

National Library of Medicine, n.d.) 

4.3 Results 

4.3.1 Demographics 

Thirty-six patients provided access to their EHRs. From these, 25 participants were 

recruited for the interview study (Table 4.3). 

Table 4. 3 Participant Demographics 

 Participant characteristic 

Medical Records 

Access (n=36) 

Freq. (%) 

Card Sorting 

Interviews (n=25) 

Freq. (%) 

Age (Years) 

21-30 

31-40 

41-50 

51-60 

61-70 

>70 

Unknown 

 

3 (8.3) 

9 (25.0) 

9 (25.0) 

7 (19.4) 

 6 (16.7) 

1 (2.8) 

1 (2.8) 

 

2 (22.1) 

6 (24.0) 

7 (28.0) 

3 (12.0) 

 6 (24.0) 

1 (4.0) 

0 (0) 

Gender 

Male 

Female 

Other 

 

14 (38.9) 

22 (61.1) 

0 (0) 

 

10 (40.0) 

15 (60.0) 

0 (0) 

Race/Ethnicity 

White Alone, Not Hispanic or Latino  

Black or African American 

Hispanic or Latino 

 

14 (38.9) 

2 (5.6) 

18 (50.0) 

 

10 (40.0) 

2 (8.0) 

12 (48.0) 
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Native American or Alaskan Native 

Other, Unknown 

1 (2.8) 

1 (2.8) 

1 (4.0) 

0 (0) 

Income 

≤$10000 

$10001-$20000 

$20001-$30000 

>$30001 

 

22 (61.1) 

8 (22.2) 

5 (13.9) 

1 (2.8) 

 

18 (72.0) 

5 (20.0) 

2 (8.0) 

0 (0) 

Education 

Middle school (grades 6-8) 

Some high school (no diploma) 

High school graduate (or equivalent) 

Some college (1-4 years, no degree) 

Associate degree (occupation/academic degrees) 

Bachelor’s degree (BA, BS, AB, etc.) 

 

7 (19.4) 

4 (11.1) 

7 (19.4) 

10 (27.8) 

7 (19.4) 

1 (2.8) 

 

6 (24.0) 

2 (8.0) 

5 (20.0) 

7 (28.0) 

4 (16.0) 

1 (4.0) 

Preferred Language of Study 

English 

Spanish  

 

26 (72.2) 

10 (27.8) 

 

19 (76.0) 

6 (24.0) 

Type of Diagnoses 

General mental health 

Serious mental illness 

 

25 (69.4) 

11 (30.6) 

 

15 (60.0) 

10 (40.0) 

Patient Diagnoses 

Anxiety or panic disorder 

Bipolar disorder 

Chronic pain or somatic disorder 

Depression 

Drug or alcohol addiction 

Eating disorder 

Identity or memory problems 

Impulse control problems 

Obsessive compulsive disorder 

Personality disorder 

Post-traumatic stress disorder or adjustment disorder 

Schizophrenia or other psychosis 

 

27 (75.0) 

13 (36.1) 

11 (30.6) 

26 (72.2) 

4 (11.1) 

2 (5.6) 

6 (16.7) 

2 (5.6) 

4 (11.1) 

6 (16.7) 

12 (33.3) 

7 (19.4) 

 

19 (76.0) 

8 (32.0) 

9 (36.0) 

18 (72.0) 

3 (12.0) 

1 (4.0) 

3 (12.0) 

1 (4.0) 

4 (16.0) 

4 (16.0) 

8 (32.0) 

5 (20.0) 

4.3.2 Recognition of Medical Record Items 

On average, participants recognized 82.7% (range:33.3-100.0%) from the 30 

items extracted from their own EHRs. Though participants were unsure about 17.3% 

(range:0.0-66.7%) items, only 4 removed these item (3.3%) from the study. Most (91.7%) 

unsure items were labs, with representative responses "I don’t remember," or "I don't 

know what it is but I know it is for blood work". 

On average, participants referred to the education material for about 32% items 

(range:3.3-76.7%). Participants frequently checked material related to labs (47.3%) and 
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medications (29.3%). There was very poor correlation between number of times medical 

records educational material was referred to and age (r= 0.19) or income (r= -0.17). Few 

participants referred to education material for genetic data (12.0%) and S&R health 

(8.0%). 

Participants completed eight fill-in-the-blank cards on average. Most (95.8%), 

participants’ responses matched with provider classifications/definitions of medication 

and procedure/service purposes. From the 24% participants who did not recognize 

medications or services, the unrecognized data was mostly categorized by providers as 

mental health (83.3%).  

4.3.3 Medical Records Classification in Sensitive Data Categories 

Participant’s categorization was compared against the providers. Tables 4.4 and 

4.5 show agreement between participants and providers based on data categories and type 

of information, respectively.  

Participants classified 587 (80.7%) items in agreement. Among 140 (19.3%) 

disagreements, participants classified 60 (42.9%) items as genetic data. Providers 

classified most (73.3%) of the 60 items as other information. Participants often disagreed 

on labs like complete blood count or metabolic panels, classifying them as genetic data, 

as they evaluate blood components or detect blood-related conditions. They also 

classified chronic conditions (like diabetes) as genetic. When asked rational behind 

classifying thyroid labs as genetic data, one participant commented, "it runs in the 

family". Another mentioned that "my mom has it [thyroid abnormalities], my sister has it 

[thyroid abnormalities]", so thyroid tests belong to genetic data. 
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Participants classified possibly sensitive labs related to “communicable diseases 

S&R health” as S&R health. One participant classified hepatitis labs as S&R health 

because “if I have a partner… they know I'm clean and I've been tested [for hepatitis]".  

Table 4. 4 Agreement of Participant Classification of Medical Records in Eight 

Primary Data Categories 

Data Category 
Agreement  

Freq. (%) 

Disagreement  

Freq. (%) 
Total 

Drug Abuse 104 (83.9) 20 (16.1) 124 

Alcohol Use and Alcoholism 11 (73.3) 4 (26. 7) 15 

Mental Health 210 (91.3) 20 (8.7) 230 

Communicable Diseases 32 (68.1) 15 (31.9) 47 

Genetic Data 1 (100.0) - 1 

S&R Health 22 (66. 7) 11 (33.3) 33 

Other Addictions 2 (40.0) 3 (60.0) 5 

Other Information 204 (75.3) 67 (24.7) 271 

Total 586 (80.7) 140 (19.3) 726 

Table 4. 5 Agreement of Participant Classification of Medical Records based on 

Medical Information Type 

Type of Information 
Agreement 

Freq. (%) 

Disagreement 

Freq. (%) 
Total 

Allergies 17 (68.0) 8 (32.0) 25 

Diagnoses 132 (78.6) 36 (21.4) 168 

Laboratory Tests 223 (77.2) 66 (22.8) 289 

Medications 170(87.6) 24 (12.4) 194 

Procedures/Services 44 (88.0) 6 (22.0) 50 

Total 586 (80.7) 140 (19.3) 726 

4.3.4 Medical Records Sensitivity 

Most participants concurred with providers considering mental health (76.0%) 

and S&R health (75.0%) somewhat to very sensitive (Table 4.6). One participant 

commented that mental health information is very sensitive as "others do not want to 

realize how [mental state] you are".  

Participants appeared to fear stigma and discrimination of mental health (24.0%). A 

participant commented that “…it [mental health] is sensitive, for me it's a bother because 

they treat me very differently… they treat me like an idiot not like a person”. 
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Participants frequently considered drug abuse or alcohol use not sensitive 

perceiving that they do not have a dependency. One participant diagnosed with alcohol 

dependency commented that "I don't have a dependency to alcohol. I went to a hospital 

because I had a few beers after having suicidal thoughts, other than that no".  

Table 4. 6 Participant Perceptions of Sensitivity towards Various Data Categories 

Data Category 

# of Participants 

with Medical 

Records in Category 

# of Participants 

Who Considered 

Category Sensitive 

Examples of Participant 

Perceptions 

Drug Abuse 17 7 (41.1%) 

Not Sensitive: "I have nothing to 

hide because I don’t do drugs." 

Not Sensitive: "maybe because I 

don't use [drugs]" 

Alcohol Use and 

Alcoholism 
8 4 (50.0%) 

Not Sensitive: "Because I don't 

drink." 

Mental Health 25 19 (76.0%) 

Very Sensitive: "Don't want 

anyone who's not a doctor to 

know all my information, 

especially suicidal stuff.". 

Communicable 

Diseases 
9 5 (55.6%) 

Very Sensitive: "I don’t want 

everyone to know what diseases I 

have or what I've been diagnosed 

with." 

Genetic Data 15 6 (40.0%) 
Very sensitive because it's very 

private to him 

Sexuality and 

Reproductive 

Health 

12 9 (75.0%) 

Very Sensitive: "I had to have it 

because I was sexually abused 

and I don't want people knowing 

about that." 

Other Addictions 3 2 (66.7%) Not Available 

Other Information 25 10 (40.0%) 

Somewhat Sensitive: "Its stuff 

about my body but medical 

professionals do need to know 

history." 

4.3.5 Sharing Medical Records for Care and Influence of Sensitivity 

All participants desired to share all or some of their EHRs data with providers 

outside the study sites (such as primary care providers (PCP)) (Table 4.7). Twelve 

(48.0%) wanted to share all data with all providers. These participants felt that sharing all 
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data would allow them to receive better care and would improve patient-provider and 

provider-provider communications. A participant mentioned, "It's easier. Instead of 

remembering all of this [medical records]".  

Thirteen (52.0%) participants desired choices in sharing records. When 

considering the mean willingness to share data with all types of providers, participants 

appeared very willing to share other addictions (100.0%), genetic data (95.8%) and other 

information (90.5%) and less willing to share S&R health (76.0%) and communicable 

diseases (77.8%) information. One participant wanting to share S&R health with only 

PCPs and specialty providers commented, "unless, it's affecting something, I don't think 

they [other providers] need to know”. 

The majority (79.0%) of participants wanted more choices around sharing mental 

health and were more willing to share with behavioral providers outside the study sites 

(92.0%) compared to non-behavioral providers. A participant noted, "I don’t think a 

cardiologist needs to know about it [mental health]".  
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Table 4. 7 Participant Preferences of Sharing Medical Records with Providers 

Outside Study Sites. All numbers are Represented as Percentages 

 

Stigma was cited as an important component of data sharing decisions. A 

participant commented that “it [data sharing] might be helpful, it might be detrimental 

because they see your [mental health] diagnosis and don’t see you as a person. Kind of 

torn between that." About sharing drug abuse information, the same participant said, "I 

don't want anyone knowing I smoke marijuana because they[providers] look at you 

differently". 

We compared the trend between sensitivity and sharing preferences with different 

providers to identify any direct correspondence between them. Figure 4.3 shows the 

individual series for sensitivity (dashed series) and different types of providers (solid 
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series). In contrast to the previous survey, no direct correspondence between sensitivity 

and willingness to share was observed in this study.  

 

Figure 4. 3 Observed Correspondence Trend between Sensitivity and Willingness to 

Share 

4.3.6 Willingness to Share in Case of Medication Prescription and Emergency 

In a hypothetical scenario, we asked participants about their PCP accessing their 

EHR when prescribing a new medication. Participants were willing to share 85.1% of 

medical record items. Avoiding adverse drug reactions were a prominent motivation for 

sharing. A participant mentioned, "PCP prescribes medication that counteracts 

medication prescribed by psych [behavioral health] doctor, so they need to be on the 

same page”. Thirteen (52.0%) participants wanted choices in sharing records. Nine 

participants chose to restrict some information related to mental health and drug use. One 
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chose to restrict mental health diagnosis and services but opted to share mental health 

medications commented, “all my mental health I don’t want to share. They [PCP] would 

know from the medication that it is mental health medication and they [PCP] don't need 

to know specifics”. Two participants did not want the PCP to know about suicide attempt 

and physical abuse. Twenty-four percent participants desired to restrict communicable 

diseases OR S&R health labs and diagnoses perceiving that "nobody needs to know about 

this [HIV Antibody Screen Test]". Participants (20.0%) chose to restrict S&R health labs 

and diagnoses (pregnancy (HCG) test, erectile dysfunction diagnoses, etc.) and data 

pertaining to certain medical conditions (chronic condition tests, obesity diagnosis, etc.).  

Another hypothetical scenario asked participants about emergency providers 

accessing their EHRs in life-threatening situations. Participants wanted to share most 

(89.1%) EHRs, with 18 participants willing to share 100% records. A common 

perception was that "in any emergency situation, they need to see all my data [medical 

records]." Seven (28%) participants wanted choices in sharing data. Most (71.4%) 

wanted to restrict diagnoses, medications and services related to mental health and drug 

abuse (57.1%). Many (42.6%) participants wanted to share chronic condition labs, urine 

cultures and metabolic panels. A few (28.6%) preferred to restricted diagnoses and labs 

for S&R health and communicable diseases.  

4.3.7 Sharing Medical Records for Research 

We asked participants about sharing the types of data represented by the 30 cards 

for research study (Figure 4.4). Most (76.0%) participants were extremely willing to 

share for research conducted by study sites and universities (64.0%). Improvement in 

own and others’ care appeared to be a motivation for many (56%) participants. Almost 
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half (52.0%) of the participants showed willingness to share with non-profit 

organizations.   Participants were less willing to share their EHR data with government 

agencies (48.0%) and pharmaceutical companies (40.0%). A participant commented, "I 

don't know much about them [government agencies]. I don’t want someone I don’t know 

much about to know all about me." Another participant who did not want to share data 

with drug companies mentioned, "They [drug companies] don't need to know my 

personal information and I don't really trust drug companies that much". 

 

Figure 4. 4 Participant’s Preferences for Sharing Medical Records with Different 

Types of Research Organizations  

4.3.8 Comparison of Current and Previous Data Sharing Preferences 

To further investigate for the assumptions made in Aim 2 (Chapter 3) regarding 

frequent selection of ‘It does not apply to me’ and assess any changes in patient 

responses upon access to medical records, we compared 25 participants’ survey (Aim 2) 

and card sorting (Aim 3) responses for five questions (Table 4.8). The major difference 

being that, during interviews, participants responded to questions considering their own 

medical records. We compared responses for six common categories: mental health, drug 

abuse, alcohol abuse, S&R health, communicable diseases and genetic data. 
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Perceptions of sensitivity varied during both studies. Except for mental health and 

drug abuse, a decreasing trend was seen in sensitivity towards other categories. 

Participants appeared to be much more willing to share medical records in all categories 

during interviews. Interestingly, participants desired more choices in sharing medical 

records in override situations, such as new medication prescription and emergencies, 

compared to survey.  

In both studies, there was a consensus among participants regarding sharing data 

for research with their respective sites. Participants seemed more willing to share records 

with government agencies, non-profit organizations and drug companies during the 

interviews. Improvement in care was a prominent motivation for sharing in both the 

studies. 

During the survey, 18 of the 25 participants responded to questions with the ‘It 

does not apply to me’ response. Interviews determined that 15 of those 18 survey 

participants’ EHRs contained items from one or more of the six data sensitive categories 

compared: drug abuse (11/15), S&R health (7/15), genetic data (6/15), and communicable 

diseases (5/15). In interviews, majority patients considered all categories not sensitive 

(8/15) and chose to share with some or all providers (13/15).  These 15 participants 

referred to education material for 10 items on average during the interviews. Six of the 15 

participants had some college education or higher.  
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Table 4. 8 Comparison of Patient Perspectives of Data Sensitivity and Data Sharing 

Preferences 

Category Survey vs. Interview Responses Interview Comments 

Perceptions of 

sensitivity  

 

"It's [mental health] a lot of 

stigma." 

 

"Sometimes providers treat you 

differently if they know about 

certain mental health disorders." 

Data Sharing 

for Care 

 

"I have fibromyalgia, so my 

mental health directly impacts my 

physical health." 

 

"Almost everything with them 

[providers] because I need them 

to know where I need to go" 

 

Data sharing 

in Override 

Situations 

 

"they [medical records] are 

things that are more important 

that doctors [PCP] can share 

with other doctors" 

 

"the [emergency] provider needs 

my information or else they can't 

do it [help her]… therefore, it's 

logical to share information..." 
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Data sharing 

for research 

 

"I am not willing to share [with 

drug companies and government 

agencies] because I can't share 

all my information regarding my 

medical records" 

 

"They [researchers] got my 

welfare at mind. They 

[researchers] want to help. Why 

not make it easier for both." 

4.4 Discussion 

Driven by our desire to create a standardized, integrated consent management 

platform for sharing individual EHR data, we needed to deeply understand the health 

information sharing preferences and perceptions of patients, particularly those with 

behavior health conditions.  

Sensitivity measurements showed participants were categorizing mental health 

(76.0%) and S&R health (75.0%) as very to somewhat sensitive, but patients were 

choosing to place other traditionally perceived sensitive categories such as alcohol use 

and drug abuse as not sensitive. Interestingly, these specific categories are protected by 

42 CFR Part 2 and are legally and clinically considered sensitive.(42 CFR Part 2—

Confidentiality of Substance Use Disorder Patient Records, n.d.) However, participants 

who explained their not-sensitive categorizations of these categories appeared to be 

considering their applicability to their own circumstances. This tendency to consider 

applicability of a category to how participants viewed its sensitivity was also visible in 

the Aim 2 survey results.  
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Our results show that subjects’ willingness to control data sharing changes based 

on the type of health information and perceived sensitivity.(Caine et al., 2015; Caine & 

Hanania, 2013; Grande et al., 2015; King et al., 2012) The connection between sharing 

preferences and sensitivity perceptions of own EHRs is especially interesting. There are 

differences in how patients choose to share categories they deem sensitive. Results 

showed that S&R health (75.0%) and communicable diseases (76.0%) considered 

sensitive were less likely to be shared (76.0% and 77.8%, respectively). However, 66.7% 

of participants classified other addictions as a sensitive category, yet all chose to share. 

While Whiddett et al. suggested that patients desire to restrict sensitive information, our 

results showed that while that was true for some categories such as S&R health, it was 

not true for all.(Whiddett et al., 2006)  

Consistent with previous research, our results indicate that willingness to share 

depends on the type of data recipient. (Caine et al., 2015; Caine & Hanania, 2013; 

Schwartz et al., 2015; Teixeira et al., 2011; Weitzman et al., 2012) Grando et al. and 

Schwartz et al. both point to patients potentially choosing not to share information based 

on their fears of discrimination and lack of trust with a provider.(M. A. Grando et al., 

2017; Schwartz et al., 2015) This research showed that fears of stigma and discrimination 

do play a role in the choice to share data and is prominently visible in the category of 

mental health. Participants considered this category sensitive (76%) and were 

considerably willing to share based on whether a provider were a behavioral (share) or 

non-behavioral (not share) provider. Granular data sharing control by the patient thus 

may not coincide directly to sensitivity of a category but include a more complex 
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consideration of discrimination fears, trust, and provider relevancy for treatment.(Caine 

& Hanania, 2013; M. A. Grando et al., 2020; Schwartz et al., 2015)  

In our review of the literature in Chapter 1 Caine and colleagues suggest that 

100.0% of the patients in their study did not know their own EHR data, but wanted to 

know more about them to be able to make more informed data sharing decisions.(Caine 

et al., 2015) We found that patients with BHCs usually recognized their own medical 

record data (82.7%), though some patterns of recognition difficulty did emerge. For the 

17.3% of data that patients found difficulty recognizing as part of their data, laboratory 

results were predominant (91.7%). Despite this uncertainty, participants consulted the 

education material only 47.3% times. Therefore, in instances of uncertainty, patients may 

not seek written educational material. Similarly, participants did not check the definitions 

of data categorized as genetic (12.0%) or S&R (8.0%). The recognition of genetic data 

was shown to be imperfectly understood by the original Aim 2 survey. Therefore, there is 

a need for personalized educational material delivered in different mediums, such as face-

to-face explanations or multimedia education, prioritizing high-uncertainty categories.   

Interestingly, participants’ categorization compared to standard interpretations 

showed differences in perceptions of certain categories. While 66.4% of the health 

information was categorized in agreement to our classifications, participants’ 

predominant disagreement in categorization of genetic data (37.5%) and other 

information (25.0%). For example, a participant classified general physical health 

laxative medication as Mental Health, even upon recognizing the use of medication but 

relating it to their general Mental Health regimen: “…This one is for constipation. I say 

mental health because of medication…if they give you pain pills, they’ll give you a 
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Laxative”. This points to incongruity in patient-provider sensitivity perceptions. The 

19.3% of overall disagreement and nearly 14.3% partial agreement point to a divergence 

in patient-provider perceptions that affects how patients categorize and share data with 

different providers. There is a need to further understand the variations in patient 

perceptions of sensitivity and medical records classification from standard clinical 

interpretations and potential factors influencing patient views. 

Sensitivity and sharing preferences of participants seemed altered upon access to 

EHR date in interviews. While most patients (72.0%) indicated that certain sensitive 

categories did not apply to them in the survey, their EHRs contained data within one or 

more of those categories. Drug abuse, S&R health and genetic data appeared to 

prominent categories for which patient views were altered.  

Overall, our findings reveal that that there is a diversity in medical records 

sensitivity and sharing perspectives of patients with BHCs concerning type of 

information (mental health, sexual and reproductive health, drug abuse information, etc.), 

recipients (care providers, research organizations, etc.) and purpose of sharing (e.g. care 

coordination, research, emergency, etc.). Additionally we learned that the differences in 

patient understanding of data categorizations and sensitivity compared to standard 

interpretations, stigma and/or difficulty to recognize or remember data from their EHRs 

could have led to frequent ‘It does not apply to me’ survey responses.  

4.4.1 Challenges and Limitations 

The study had limited participants, but their diversity in age, ethnicity/race, and 

education provides an excellent base for understanding perceptions of sensitivity and 

sharing. With the inclusion of patients with BHCs as the focus, this study provides a 
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more complete understanding as the emphasis on combining physical and behavioral 

health data via the HIE continues in the US.(Bringing Behavioral Health into the Care 

Continuum, n.d.; Challenges in Delivery of Behavioral Health Care—Managing 

Managed Care—NCBI Bookshelf, n.d.; Mental Health By the Numbers | NAMI: National 

Alliance on Mental Illness, n.d.; NIMH » Mental Illness, n.d.; The future of behavioral 

health care, n.d.) 

The proposed method relies on closed card sorting tasks. It is possible that the 

predefined groups or responses could have biased or restricted patients from other, 

alternate classification schemes or categories. Patients may have felt stigma related to the 

experience of sharing information with researchers. It is also possible that patient 

definitions of sensitivity and data sharing choices may have been altered after exposure to 

information from their own EHRs. We intend to compare responses of these interviews 

with our previous survey to explore if patient choices may have been impacted by access 

to their EHRs.   

The process of creating the medical records cards resulted in the separation of 

some contextual information from medical record items. For example, though available, 

we did not provide participants with the indication (diagnoses/symptoms) for their 

psychotropic medications. The availability of this information could have influenced 

perceptions on sensitivity and sharing. 

We received limited data in some sensitive categories. This may be related to 

legal restrictions on the use or disclosure of certain types of sensitive data. In Arizona, for 

example, HIE statutes limit the types of use and disclosures of genetic data as well as the 
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general release of data though the HIE.(Health Current, 2017) Lack of sufficient data in 

all categories could introduce bias and limit the representativeness of data.   

EHR records spanning five years were used to create the personalized card sorting 

tasks. It is possible that patients did not remember details of their medical history 

(example, prior medications) and therefore not recognize these items. Cognitive 

impairment and memory loss occur in conditions such as depression, bipolar and 

personality disorders, obsessive-compulsive disorder, schizophrenia, etc.(Trivedi, 2006) 

Such factors may have impacted patient perceptions and choices when classifying 

longitudinal medical record items.  

4.4.2 Generalizability and Expansion 

Although the proposed method has been piloted with patients receiving care for 

behavioral health conditions, it is readily applicable to other patient populations and to a 

wide range of concepts, including alternate sensitive data categories, chronic conditions, 

criminal justice, abuse and violence, and social parameters (e.g. demographics and socio-

economic status, etc.). The differences between perceptions of diverse populations should 

be studied to better understand variations in data sharing preferences, identify other 

potentially sensitive data categories and personalized education needs.   

Modifying the exercise by substituting the closed card sorting exercise with an 

open sorting exercise may allow participants to organize and label groups based on what 

makes sense for each individual.(Card Sorting, 2013) Using open card sorting elements, 

entirely or as an addition to the closed sorting exercise, may yield new insights by 

providing study participants with more expressive freedom. For example, when 

classifying their EHRs into sensitive data categories, patients could define additional 
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categories as they see fit. Such design modifications might provide a complementary 

perspective to explore patient perceptions of sensitive data and identify knowledge gaps.   

4.4.3 Future Work 

Validation of the proposed methodology with a larger and more diverse population 

is needed. Caine and Hanania asked patients about data sensitivity and sharing preferences 

using NCVHS recommended sensitive categories.(Caine & Hanania, 2013) As future work 

we propose to compare our results with the results from Caine and  Hanania studies.  

Although they play an integral role in patient care and engagement, healthcare 

provider views on data sensitivity and data sharing have been rarely studied.(M. A. 

Grando et al., 2017; Tierney et al., 2015) The outcomes of this study have been used to 

explore provider views on granular data control.(Tang et al., 2019)  

Our findings showed that patients contextualize their medical records based on 

their own experience and patient’s data sensitivity views vary from providers’ 

perspectives. Our follow up study compares patient and providers sensitivity perceptions 

in more depth. Areas of disagreement, along with patient explanations should provide 

insights into patient’s unique granular data sharing choices. 

4.5 Conclusion 

This chapter proposes and applies a novel personalized card sorting methodology 

to gain insights into previously unexplored areas around sensitive data definitions, and 

patient perceptions and willingness to share sensitive data for care and research.  

We identified variations in patients’ preferences of sensitivity and sharing with 

respect to type of information (more willing to share sensitive Mental Health data 

compared to Sensitive Sexual Health data), type of information recipients (Primary care 
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providers compared to nurses or medical assistants) and purpose of sharing (Care 

coordination, research, medical emergencies, etc.). The findings show that patients may 

have responded to survey questions with ‘it does not apply to me’ due to stigma and 

inconsistencies with providers’ medical records perceptions and classifications (e.g. 

genetic data).  

In addition, we also discovered that patients’ classifications of medical records 

items and related sensitivity perceptions may vary from standard clinical interpretations. 

We came across variations in patient understanding and perceptions Consent2Share 

sensitive categories (for example, perceptions of categories such as genetic data, less 

perceived sensitivity of federally protected categories such as Drug Abuse, classification 

of physical health data as Mental Health, etc.) pointing to the further need to examine the 

areas of disagreements where patients differ from clinical definitions and interpretations 

of sensitive categories and the rationale for differences in patient views. In the next 

chapter, we apply a mixed methods approach to compare medical records sensitivity 

views of patients with providers to explore the differences in patient classifications and 

identify the reasons behind patient choices.   
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CHAPTER 5 

COMPARISON OF PATIENT AND HEALTHCARE PROVIDER PERSPECTIVES 

ON MEDICAL RECORD SENSITIVITY AND CATEGORIZATION 

5.1 Introduction 

Our findings from the Aim 3 (Chapter 4) identified that patients often 

contextualize medical record sensitivity based on their own experience. Also, preliminary 

comparisons of patient and provider views showed that patient perceptions of data 

sensitivity varied from providers. To assess these differences in more depth, we applied a 

mixed-method approach to compare sensitivity perspectives of patients and providers and 

identify potential factors influencing patient choices.  

Using a four-step systematic approach, we quantified the differences in 

classification into data categories (e.g. mental health) and information sensitivity. 

Quantitative analysis was coupled with thematic analysis to explore the rationale for 

patient views.  

The perspectives of 25 English and Spanish-speaking patients with BHCs from 

the Aim 3 interview study were compared with those of 2 healthcare providers. A total of 

726 individual items was extracted from patient medical records. Comparison between 

patient and provider data categorizations led to 66.3% agreements, 14.5% partial 

agreements, and 19.3% disagreements. Patients classified their family history of certain 

conditions (e.g. diabetes) and blood test results (e.g. blood glucose level) as genetic data, 

while providers categorized as non-sensitive care information. As well, patients 

considered some physical health medications (e.g. laxatives) to be mental health-related 

because they were prescribed to augment specific mental health medications or to 
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ameliorate side effects from their mental health regimen.  Significant differences were 

found between sensitivity classifications (χ2 (2, N = 726) = 36.07, p = < 0.00001). 

Comparison of sensitivity perspectives resulted in 54.5% agreement, 11.9% partial 

agreement and 33.6% disagreements. Patient sensitivity classifications were dependent 

on personal experience and comprehension of sensitive categories, the sense of stigma 

related to sensitive data category definitions or labels (e.g. alcohol ‘abuse’) and their own 

perceptions of applicability of information in their medical records (e.g. having diagnosis 

of alcohol dependency). 

The findings of this comparative study reflect on the desire of patients with BHCs 

and demand refinements in definitions, labels, and scope of the categories to better 

manifest patient privacy needs. Knowledge of patient health data sharing understanding 

and reconciliation of these with providers perspectives can help expedite the development 

of educational material, granular consent technology and personalized informed consent 

processes.  

The application of this approach and outcomes of the described pilot with 25 

patients are under review for publication in the Health Informatics Journal. The approach 

was further validated by comparing sensitivity perspectives of providers and data 

segmentations from the Consent2Share. 

“Grando, A., Sottara, D., Singh, R., Murcko, A., Soni, H., Tang, T., Idouraine, N., Todd, 

M., Mote, M., Chern, D., Dye, C., & Whitfield, M. J. (2020). Pilot Evaluation of 

Sensitive Data Segmentation Technology for Privacy. International Journal of 

Medical Informatics, 104121. https://doi.org/10.1016/j.ijmedinf.2020.104121” 
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5.2 Methods 

5.2.1 Study Setting 

As in previous studies, the study was conducted at two outpatient clinics 

providing integrated behavioral and physical health care in Phoenix, Arizona. Site 1 

provides GMH and social services to adults and children serving about 48,000 patients 

per year. Site 2 provides recovery-focused services to approximately 6,000 adult patients 

with SMI annually. Both sites are members of Arizona’s statewide physical and 

behavioral HIE.  

5.2.2 Study Participants 

Patient participants from Aim 3 (Chapter 4) card sorting interview studies 

consented to this analysis during the interview study (ASU IRB Studies 7514 (2/6/2018) 

and 7731 (2/12/2018)). Participants’ capability to consent was tested via the UBACC test 

during previous Aim 2 survey study.(Jeste et al., 2007).  

5.2.3 Comparison Approach 

This section describes the four-step approach employed including: 1) Access and Sorting 

of Medical Records, 2) Collection of Medical Records Items Classifications from Patients 

and Providers, 3) Classification Comparison to Compute Type of Agreement, 4) , and 4) 

Analysis of Rationale behind Patient Choices. 

Step 1: Access and Sorting of Medical Records 

Access to behavioral and physical EHRs was obtained and a set of 30 EHR items 

were selected for each participant. Permission to access EHRs from collaborating sites 

and Arizona’s state HIE was asked from participants through HIPAA authorization and 

consent. This study is the first to use Arizona’s HIE data for research.  
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Step 2: Collection of Medical Records Items Classifications from Patients and Providers 

In the interview study (Aim 3), patients were asked to classify each of their own 

30 EHRs into one of eight data categories: D1: Mental Health, D2: Sexual and 

Reproductive Health (S&R health), D3: HIV/AIDS and other Communicable Diseases, 

D4: Drug Abuse, D5: Alcohol Abuse,  D6: Other Addictions, D7: Genetic Data, and D8: 

Other Information. D1, … , D7 were based on the definitions provided in the 

Consent2Share tool developed by SAMHSA.(SAMHSA-HRSA Center for Integrated 

Health Solutions. The Current State of Sharing Behavioral Health Information in Health 

Information Exchanges, 2014) Examples: the medication Vicodin (ingredient: 

hydrocodone/paracetamol) is categorized by a patient as Drug Abuse. Providers classify 

Vicodin as Drug Abuse and Other Information. Abuse of Vicodin medication can be 

considered Drug Abuse information, while the use of Vicodin to manage pain could be 

categorized as Other Information. Then, patients were asked to classify the data 

categories as Sensitive or Not Sensitive.  

Two providers (an internist and a psychiatrist) independently classified the EHR 

items classified by patients, into one or more of the data categories D1, … , D8. Providers 

were also asked to classify the EHR items into Sensitive, Not Sensitive or Possibly 

Sensitive categories. Providers chose to classify EHR items as appropriate for multiple 

data categories D1, … , D8 or as possibly sensitive, when they did not have access to 

contextual information needed to more precisely determine the data category or 

sensitivity. Examples: the medication ‘Vicodin’ is considered Sensitive by a patient. 

Providers classify Vicodin as Possibly Sensitive. Abuse of Vicodin medication can be 

considered Sensitive information, while the use of Vicodin to manage pain could be 
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categorized as Not Sensitive. Finally, discrepancies between the two providers’ 

categorizations were resolved by consensus. 

Step 3: Classification Comparison to Compute Type of Agreement 

Data and sensitivity classifications of patients and providers were compared to 

compute agreements, partial agreements, and disagreements. Table 5.1 provides 

definitions and examples of these terms. 

Table 5. 1 Definitions and Examples of Agreements, Partial Agreements and 

Disagreements 

Agreement 

Type 
Description 

Data Categorization 

Examples 
Sensitivity Examples 

Agreement  

Provider and patient assign 

the same data category or 

sensitivity to a medical 

record item.                               

Both assign Depression to 

the Mental Health category. 

Both assign Depression to 

the Sensitive category. 

Partial 

Agreement 

Provider and patient assign 

at least one data category 

or sensitivity in common to 

a medical record item. 

 

Provider assigns the 

medication Vicodin to the 

category Drug Abuse and 

Other Information. 

Whereas, the patient 

categorizes it as Drug 

Abuse. 

Provider assigns the 

medication Vicodin to the 

category Possibly 

sensitive. Whereas, the 

patient categorizes it as 

Sensitive. 

Disagreement 

Provider and patient assign 

different data categories or 

sensitivity to a medical 

record item.                 

Patient assigns Amnesia to 

the Other Information 

category, and the provider 

assigns it to the Mental 

Health category. 

Patient assigns Amnesia to 

the Not sensitive category, 

and the provider assigns it 

to the Sensitive category. 

Data Categorization Comparison 

Data categorizations by patients and providers were individually compared (Table 

5.2). If an item occurred more than once, each instance was considered in the 

comparison. For instance, one patient can classify the item Vicodin (ingredient: 

hydrocodone/acetaminophen) as Other Information, while another as Drug Abuse. 
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Table 5. 2 Example of Comparison Table Computing Agreements, Partial 

Agreements and Disagreements between Patients and Providers based on Data 

Types; Agreements and Partial Agreements are Highlighted in the Table 

Medical Record Items  Data Classification by Patients Data Classification by Providers 

Depression  Mental health Mental health 

… … … 

Vicodin  Drug abuse Drug abuse, Other information 

… … … 

Vicodin  Other information Drug abuse, Other information 

… … … 

Complete blood count test  Genetic data Other information 

Sensitivity Classification Comparison 

Sensitivity classifications were also individually compared (Table 5.3). Each 

unique instance was kept in the comparison table. For instance, one patient can classify 

Vicodin as Not Sensitive, while another patient as Sensitive. 

Table 5. 3 Example of Comparison Table with Sensitivity Classifications; 

Agreements and Partial Agreements are Highlighted in the Table 

Medical Record Items  Sensitivity Classification by Patients Sensitivity Classification by Providers 

Depression  Sensitive Sensitive 

.. .. .. 

Vicodin  Sensitive Sensitive, Not Sensitive                    

.. .. .. 

Complete Blood 

Count test  
Sensitive Not Sensitive 

Step 4: Analysis of Rationale behind Patient Choices 

Descriptive measures and heatmap matrices were used to reflect frequencies of 

agreements, partial agreements, disagreements. Mean agreements, partial agreements, 

disagreements were calculated to serve as threshold. Only cases above threshold were 

further analyzed, using thematic analysis, to assess patient choices.  

Chi Square test was used to test the differences in the sensitivity perceptions. 

Areas of agreements, partial agreements, disagreements were examined using descriptive 
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measures. Mean agreements, partial agreements, disagreements based on provider 

classifications were calculated to serve as threshold. Cases above threshold were 

analyzed employing thematic analysis.  

Patient interviews captured opinions of sensitivity and data categorizations. 

Interview audio recordings were analyzed to identify emerging themes related to patient 

perceptions and correlate with the quantitative outcomes to draw potential inferences. A 

set of transcripts were randomly chosen for exploratory analysis of emergent themes and 

inductive theme analysis from existing literature. Meaningful phrases were the units for 

transcript coding and analysis. Coding was done using MAXQDA© by one researcher 

(Julia Ivanova) with definitions of codes continually honed by the research team over 

three iterations. A second researcher (Adela Grando) reviewed those codes. 

Discrepancies were resolved through consensus. Themes were then organized to 

complement quantitative analysis. Each topic was defined in a codebook (Appendix F) to 

reflect coding reasoning. Further analysis of the main themes was done using complex 

coding query, allowing analysis of overlapping classifications.  

5.3 Results  

Twenty-five patients (Table 5.4) and two providers participated in the study.  
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Table 5. 4 Patient Demographics 

 Participant characteristic 
n=25 

Freq. (%) 

Age (Years) 

21-30 

31-40 

41-50 

51-60 

61-70 

>70 

Unknown 

 

2 (8.0) 

6 (24.0) 

7 (28.0) 

3 (12.0) 

 6 (24.0) 

1 (4.0) 

0 (0) 

Gender 

Male 

Female 

Other 

 

10 (40.0) 

15 (60.0) 

0 (0) 

Race/Ethnicity 

White Alone, Not Hispanic or Latino  

Black or African American 

Latinx, Hispanic or Latino 

Native American or Alaskan Native 

Other, Unknown 

 

10 (40.0) 

2 (8.0) 

12 (48.0) 

1 (4.0) 

0 (0) 

Income 

≤$10000 

$10001-$20000 

$20001-$30000 

>$30001 

 

18 (72.0) 

5 (20.0) 

2 (8.0) 

0 (0) 

Education 

Middle school (grades 6-8) 

Some high school (no diploma) 

High school graduate (or equivalent) 

Some college (1-4 years, no degree) 

Associate degree (including occupation/academic degrees) 

Bachelor’s degree (BA, BS, AB, etc.) 

 

6 (24.0) 

2 (8.0) 

5 (20.0) 

7 (28.0) 

4 (16.0) 

1 (4.0) 

Preferred Language of Study 

English 

Spanish  

 

19 (76.0) 

6 (24.0) 

Type of Diagnoses 

General Mental Health 

Serious Mental Illness 

 

15 (60.0) 

10 (40.0) 

5.3.1 Medical Records Access and Sorting  

Table 5.5 describes the EHR information received. A total of 750 items were 

classified by 25 patients. Patients chose to exclude 24 items in the interviews exercises 

because these items were “not recognized” as part of their EHRs. The remaining 726 

items (Table 5.6) contained 114 repeating and 179 unique items.   



www.manaraa.com

  74 

Table 5. 5 Specifications of Medical Record Elements Received from Collaborating 

Sites 

Site Timeframe 
Data Elements* 

All Sites Site Specific Elements 

Site 1 2012-17 

Demographics, Allergies,  

Diagnoses, Labs, Medications, 

Procedures 

Services, Health risk assessment data 

Site 2 2014-17 
Services, Provider information, Insurance 

providers  

HIE 2013-18 

Advanced directives, Encounters, 

Immunizations, Insurance providers, Social 

history, Vital signs, Family history 

* Data received from a site may not contain all data elements for each patient.   

Table 5. 6 Distribution of 726 Medical Record Items Included in the Study, As 

Classified by Providers 

Data Category/ies Sensitivity 

Total 

Items in 

Category 

Frequent Medical Record Items  

Drug Abuse Sensitive 102 
Diagnoses: Cannabis use disorder, Moderate 

Labs: Prescription Drug Monitoring Panel 

Alcohol Abuse Sensitive 9 
Diagnoses: Alcohol use disorder, Mild 

Labs: Urine Alcohol Screen 

Mental Health Sensitive 178 

Diagnoses: Adjustment Disorder with Anxiety; 

Anxiety Disorder, Unspecified; Bipolar I 

Disorder Current or Most Recent Episode 

Depressed, Mild; Borderline Personality 

Disorder; Suicidal Ideations; Post Traumatic 

Stress Disorder; Major Depressive Disorder, 

Recurrent, Moderate 

Medications: Zoloft; Abilify; Lexapro; etc. 

Services: Individual Therapy; Mental Health 

Assessment; Psychiatric Diagnostic Evaluation 

Communicable 

Diseases 
Sensitive 2 

Diagnoses: Tuberculosis 

Lab: Tb Antigen 

Genetic Data Sensitive 1 Lab: Factor V Leiden Mutation Test 

Sexual and 

Reproductive Health 
Sensitive 31 

Diagnoses: Erectile Dysfunction 

Procedures: Cesarean section; Hysterectomy; 

etc.  

Labs: Prostate Specific Antigen 

Other Addictions Sensitive 3 
Diagnoses: Nicotine dependence, cigarettes, 

uncomplicated 

Communicable 

Diseases, Sexual and 

Reproductive Health 

Sensitive 42 

Labs: Hepatitis B Surface Antigen with Reflex 

Confirmation; Hepatitis C Ab with Reflex HCV 

RNA; HIV 1/O/2 Screen with Reflex HIV-1 WB 

Drug Abuse, Mental 

Health 
Sensitive 1 Diagnoses: Other Substance Use Disorder, Mild 

Drug Abuse, Other 

Information 

 Sensitive, 

Not 

Sensitive 

22 Medications: Norco; oxycodone hydrochloride 
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Alcohol Abuse, Other 

Information 

Sensitive, 

Not 

Sensitive 

6 
Labs: Aspartate Aminotransferase AST; Hepatic 

Function Panel; AFP And HCG Tumor Markers 

Mental Health, Other 

Information 

Sensitive, 

Not 

Sensitive 

51 

Diagnoses: Insomnia 

Medications: trazodone; gabapentin; 

hydroxyzine pamoate; etc. 

Allergies: phenylephrine hydrochloride; 

Lamotrigine 

Communicable 

Diseases, Other 

Information 

Sensitive, 

Not 

Sensitive 

3 Lab: Hepatitis A Antibody, IGM 

Sexual and 

Reproductive Health, 

Other Information 

Sensitive, 

Not 

Sensitive 

3 Diagnoses: Acute Prostatitis 

Other Addictions, 

Other Information 

Sensitive, 

Not 

Sensitive 

1 Medication: methylnaltrexone bromide;  

Other Information 
Not 

Sensitive 
271 

Diagnoses: Hypertension; Calculus of Kidney; 

Diabetes Mellitus Type 2; etc. 

Labs: Complete Blood Count Test; 

Comprehensive Metabolic Panel; Thyroid 

Stimulating Hormone Test 

Medications: ibuprofen; lisinopril; metformin 

5.3.2 Data Categorizations Comparison  

There were 66.3% agreements, 14.5% partial agreements, and 19.3% 

disagreements. 

Agreements in Data Categorizations 

Patients and providers agreed on mutual classification of 481 (66.3%; mean-68.7) 

items (Table 5.7). There was a high agreement in items classified under Other 

Information (203 items; 42.2%), Mental Health (161 items; 33.5%), and Drug Abuse (87 

items; 18.1%). 

Of the 203 Other Information agreements, 94(46.3%) items related to physical 

health labs, 49(24.1%) diagnoses, 48(23.6%) medications and 6(3.0%) 

allergies/procedures each. Common patient perceptions were that items did not fit into 

other categories or best fit in this category.  



www.manaraa.com

  76 

Total 161 agreements included 66(41.0%) diagnoses, 62(38.5%) medications, 31(19.3%) 

mental health related services and procedures and 2(1.2%) Mental Health medication 

allergies.   

Patients and providers agreed in classification of 87 Drug Abuse items. Most 

(94.3%) items were drug testing panel labs. Patients considered items as Drug Abuse 

based on whether the item had potential for abuse or was socially considered a drug 

(stigmatization): “Inability to control this [drug], I can control it. I'm not sure which one 

this is…which pain killer, but it’s risk of abuse”.   

Table 5. 7 Heatmap Reflecting on Data Categorization Agreements 
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      2  
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Partial Agreements in Data Categorizations  

There was a partial agreement for 105 (14.5%; mean-9.5) items (Table 8). Of the 

48(45.7%) items classified as Mental Health OR Other Information by providers (Table 

5.8) patients classified 31(64.6%) items under Mental Health and 17(36.4%) under as 
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Other Information. Items classified under Mental Health mostly (93.65%) included 

medications. When medications may be taken for multiple purposes, patients classified 

them in category most pertinent to their case: “I have been prescribed Duloxetine 

medication for my anxiety and depression, the chronic pain.  This falls under mental 

health…”.  

Of the 17 items classified as Other Information by patients, 16(94.1%) were 

medications or allergies to medications such as gabapentin and trazodone. Like the 

Mental Health rationalization, patients chose the category placement based on 

relevance/importance of symptoms treated: “I have been prescribed Trazodone 

medication for sleep.  This falls under other information.” The patient perceived the 

medication specifically for treating ability to sleep rather than a treatment for 

depression/anxiety. 

Thirty (28.6%) items classified by providers as Communicable Diseases OR S&R 

Health Information were classified as either Communicable Diseases (20; 66.7%) or S&R 

Health (10; 33.3%) by patients. All 30 items were labs related to conditions such as HIV, 

Hepatitis B and C, Chlamydia, etc. Some patients were unsure where to place these 

items; however, common perceptions appeared to be linked to how patients understood 

sexually transmitted infections (STIs).  

Patients classified 15 medications (including allergies to medications) related to 

Drug Abuse OR Other Information, as classified by providers, as Other Information. 

Medications often included pain management medications (e.g. morphine). Commonly, 

patients were considering whether the medication had potential to be abused or were 

personally abused. One patient noted that the hydrocodone was a prescribed drug for 
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physical health: “… under physical health…these are all physical health because I take 

that as needed for physical health.”  

Table 5. 8 Heatmap Reflecting on Data Categorization Partial Agreements 
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Disagreements in Data Categorizations 

There were 140 (19.3%; mean- 5.2) disagreements (Table 5.9). Disagreements 

were often found in categories classified by providers as Other Information (31.4%). 

Table 5. 9 Heatmap Reflecting on Data Categorization Disagreements  
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Patients classified 44 out of 68(65.7%) items classified by providers as Other 

Information as Genetic Data. These items often included routine medical tests (e.g. 

complete blood count), diagnoses, and medication allergies. Patients explained that they 

considered blood tests as Genetic Data because blood is used to detect blood-related 

diseases. Another common perception behind classifying chronic conditions data as 

genetic was that chronic conditions are part of family history. For example, in classifying 

the diagnosis of hypertension, a patient mentioned, “Maybe even genetic because it’s in 

the family. I’ll put it there because it’s in the family.”  
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Similar misunderstandings occurred with medication and diagnoses classified as 

Mental Health by providers, but as Other Information by patients (10 items; 7.1%): “I use 

this [medication] for pain so I think this is under drug abuse information or other 

because I don’t abuse it. I am just using it. So, I think it goes under other… Yeah, I don't 

know why they call it a dependence disorder because I could go without it but then I 

would possibly be stuck in pain and bad with the pain…”.  

Vice versa, patients sometimes classified Other Information as Mental Health (14 

items: 10.0%). For example, a patient considered diagnosis of obesity as Mental Health 

because many of the Mental Health medications can cause weight gain.  

Nine of 140 (6.4%) instances categorized under Drug Abuse by providers were 

classified as Other Information by patients. Patients who did not place drug testing under 

Drug Abuse, reasoned "I use this for pain, so I think this is under drug abuse information 

or other because I don’t abuse it I am just using it. So, I think it comes under other". 

While some patients chose to place items in Drug Abuse because of their potential, others 

considered their own experiences with the drug and their need for medicine. Five times, 

patients explained that a drug screen would be categorized under Mental Health rather 

than Drug Abuse: “I think [cannabis drug test] under mental health 

information…Because it's a test to see what -- what's wrong with your body and they do 

all kinds of different tests with it.” 

Eight (5.7%) items related to Communicable Diseases OR S&R Health were 

classified as Other Information by patients. Patients classified or reclassified items with 

uncertainty in these categories. One patient reclassified a Hepatitis C screening from 

Other Information to S&R Health as they began providing a rationale: “Prolactin goes in 
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other.  No, that goes in sexual health because…too much prolactin impact[s] sexual 

health.”  

Six items classified under Mental Health by providers were classified as Genetic 

Data by patients. These included Mental Health medication allergies, depression 

diagnosis and a Mental Health medication. Familial connection was often discussed as 

rationalization to categorize allergies or depression as Genetic Data.  

5.3.3 Sensitivity Classification Comparison 

Patient and provider sensitivity classifications were aggregated to create a 

sensitivity matrix (Table 5.10). Combinations in the matrix include (represented as 

Patient Classification, Provider Classification): 1) Sensitive, Sensitive, 2) Sensitive, Not 

sensitive, 3) Sensitive, Possibly Sensitive, 4) Not sensitive, Sensitive, 5) Not Sensitive, 

Not sensitive, 6) Not sensitive, Possibly Sensitive. For instance, if the Depression item 

was categorized by a patient as Sensitive and by providers as Not Sensitive, it would be 

added to the matrix under 2) Sensitive, Not Sensitive. 

Significant differences were found between sensitivity classifications of patients 

and providers (χ2 (2, N= 726) = 36.07, p= < 0.00001) with 54.5% agreement, 11.9% 

partial agreement and 33.6% disagreements. 

Table 5. 10 Sensitivity Matrix Reflecting Sensitivity Perspectives Comparison 

  
Providers 

Total 
Sensitive Not Sensitive Possibly Sensitive 

Patients 
Sensitive 227 102 41 370 

Not Sensitive 142 169 45 356 

Total 370 271 85 726 
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Agreements in Sensitivity Perspectives 

Patients- Sensitive, Providers- Sensitive (227 items; mean- 32.4) 

Most often, both patients and providers classified Mental Health (56.4%) and 

Drug Abuse (18.5%) information as sensitive (Table 5.11). Both topics were often 

discussed as simply being sensitive and confidential, but participants often included the 

potential for discrimination and stigma as part of the sensitivity. 

Patients- Not Sensitive, Providers- Not Sensitive (169 items) 

Providers considered Other Information category containing general physical 

health information as not sensitive. Of the 169 items classified in agreement, 141(83.4%) 

items were classified as Other Information by patients as well. Patients classified 

18(10.7%) Other Information items as Genetic Data and considered these not sensitive. 

Categorization was mostly based on familial trends and blood-related testing; however, 

participants typically appeared to classify genetic data categories based on the sensitivity 

of the actual items such as medicines, labs, and diagnoses. 

Partial Agreements in Sensitivity Perspectives 

Patients- Sensitive, Providers- Sensitive, Not Sensitive (41 items; mean- 8.2) 

Patients classified 41 possibly sensitive items as sensitive. Common items were 

classified as Mental Health OR Other Information. Often, Mental Health items were 

described as sensitive due to the discrimination and stigma within health care: “Mental 

Health is very sensitive because "It’s the first thing that they [providers] look in the 

record. " A theme intertwined with this fear of discrimination was noting that the items 

were role-specific in how the patient chose to share: “Only the mental health team should 
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handle it [mental health information]... because... they have helped me with so much and 

I wouldn’t want that information to get out from where it is, from here."  

Patients- Not Sensitive, Providers- Sensitive, Not Sensitive (45 items; mean- 9) 

Patients classified 45 possibly sensitive items as not sensitive. Common items 

again included items classified as Mental Health OR Other Information and Drug Abuse 

OR Other Information. Patients classified items based on contextualization of how it may 

affect them: “[This mediation is] Sensitive… because some people, they just have their 

own opinion, and they can treat you like crap, or they could care less.  Sometimes the 

services, you don’t get the services that you need”.  

Disagreements in Sensitivity Perspectives 

Patients- Sensitive, Providers- Not Sensitive (102 items) 

All 102(41.8%) items classified as not sensitive by providers belonged to general 

physical health categorized under Other Information (Table 11). Though there was an 

agreement between patients and providers in data categorization for 62(61.4%) items, 

sensitivity perspectives did not match for any of the items. Of these 62 items, 28 items 

were labs related to routine physical health blood tests. Eighteen were diagnoses related 

to chronic or general physical conditions. Patients considered these items sensitive 

predominantly due to feelings of privacy (42.0%) and fears of discrimination or stigma 

(42.0%).  

Patients classifying Other Information as Genetic Data, often considered it 

sensitive. These items included labs (68.0%), diagnoses (16.0%), medication allergies 

(16.0%), etc. Unanimously, patients explained that Genetic Data is private and sensitive.  

Patients- Not Sensitive, Providers- Sensitive (142 items; mean- 15.7) 
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Patients frequently classified Drug Abuse items (60 items, 42.3%) as not 

sensitive. Fifty-seven (95.0%) items included drug testing panel labs. The most common 

patient rationale for this classification was that they did not take drugs (not applicable to 

patient) and that sensitivity depended on drug type.  

Fifty items (35.2%) related to Mental Health, as classified by providers, were also 

considered as not sensitive by patients. Of which, 22(44.0%) were medications, 

18(36.0%) diagnoses and 9(18.0%) Mental Health related services such as therapy. While 

in some instances, patients determined the Mental Health category not sensitive as it did 

not include discriminating information, other patients pointed out they wanted to be open 

about Mental Health. 

Table 5. 11 Sensitivity Agreements, Partial Agreements and Disagreements  

Sensitivity Views 
Common Provider 

Classified Categories  

Total 

Instances 

Examples of Patient Classified 

Categories and Perceptions 

Patients: Sensitive 

Providers: 

Sensitive  

Total Items: 227 

Mental Health 128 

Mental Health: "This is something really 

personal to me that other people shouldn't 

know I have, they don't need to know." 

Drug Abuse 42 

Drug Abuse: “And then drug abuse 

information like I said if you have the 

problem it can be very sensitive to you and 

I'm pretty open about it because I don't have 

a problem but I can see how it would be 

very sensitive information.” 

Communicable 

Diseases, S&R Health 
30 

S&R Health (9 items): “Sensitive okay.  Is 

it like for the same reason that like others 

should not know, okay?” 

S&R Health  21 
“And this is sensitive because sexual health 

has a lot of stigma too.” 

Communicable 

Diseases 
2 No Rationale Available 

Alcohol Use 2 

“I will still put it there [sensitive] too.  It’s 

not as sensitive [as drug abuse] but I guess 

it is whatever I want to do with it.” 

Other Addictions 2 No Rationale Available 

Patients: Not 

Sensitive  
Other Information 169 

Other Information (141 items):”  I don’t 

care about those [other information]. 

Because I take the, you know, because I 
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Providers: Not 

Sensitive 

Total Items: 169 

take the medications because I need to 

because I’m in a lot of pain…” 

Patients: Sensitive    

Providers: 

Sensitive, Not 

Sensitive 

Total Items: 41 

Mental Health,               

Other Information 
29 

Mental Health: "Well more that it [mental 

health] is sensitive, for me it's a bother 

because they treat me very differently… 

they treat me like an idiot not like a 

person" 

Drug Abuse,                    

Other Information 
7 

Drug Abuse: “Very sensitive because that 

will have all the people saying she is a 

tweaker and she is always looking for a 

tweaker.  I will learn when I fall down and 

then got to get up.  I don’t like to be 

dragged through the turf more than once.” 

Communicable 

Diseases, Other 

Information 

2 

Communicable Diseases: “HIV and AIDS 

for me was very sensitive very because it 

was -- I had to have it because I was 

sexually abused [not] because of any 

choices I have made, okay and so I don't 

want a lot of people knowing and I had to 

have that test done.” 

S&R Health,                    

Other Information 
2 

S&R Health:” And this is sensitive 

because sexual health has a lot of stigma 

too.” 

Other Addictions,              

Other Information 
1 No Rationale Available 

Patients: Not 

Sensitive  

Providers: 

Sensitive, Not 

Sensitive 

Total Items: 45 

Mental Health,                      

Other Information 
22 

Mental Health: “…I share with people 

around me – with my boss I have shared, 

hey you know I have a mental illness but 

I'm recovered now I'm happy to say that 

you know…I’m open to it, I am not 

embarrassed you know.” 

Drug Abuse,                         

Other Information 
15 

Drug Abuse: “Because, again, I have 

nothing to hide because I don’t do 

drugs.  That’s why it’s not sensitive 

because I don’t care because I don’t do 

drugs.” 

Alcohol Use,                        

Other Information 
6 

Other Information: “I don't have a 

dependency to alcohol. I went to a hospital 

because I had a few beers after having 

suicidal thoughts, other than that no.” 

Communicable 

Diseases, Other 

Information 

1 No Rationale Available 

S&R Health,                   

Other Information 
1 No Rationale Available 
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Patients: Sensitive 

Providers: 

Sensitive, Not 

Sensitive  

Total Items: 102 

Other Information 102 

Other Information (62 items): “Somewhat 

sensitive… It’s just stuff that needs to be 

known to certain people.”  

Genetic Data (26 items): “It's very private. 

I am old now, but there are problems with 

genes and artificial insemination.” 

Mental Health (6 items): “I don't want a 

lot of people to know what's happening to 

me, it's private information. I have 

experienced discrimination for my mental 

health." 

Patients: Not 

Sensitive  

Providers: 

Sensitive 

Total Items: 142 

Drug Abuse 60 

Drug Abuse: “Drug abuse, I don’t think 

that’s sensitive. That was for nicotine, 

wasn’t it? Oh, the cannabis.  No, that’s 

very sensitive.” 

Mental Health 50 

Mental Health: “Because it is just… it is not 

like there is any information about my 

habits back in the past …” 

Communicable 

Diseases, S&R Health 
12 No Rationale Available 

S&R Health 10 No Rationale Available 

Alcohol Use 7 
Alcohol Use: “Not sensitive…because I 

don’t drink.” 

Genetic Data 1 No Rationale Available 

Other Addictions 1 No Rationale Available 

Mental Health,                      

Drug Abuse                      
1 See Mental Health or Drug Abuse 

Overall Patient Rationales on Sensitivity 

With the use of strict thematic analysis of sensitivity rationales, seven types of 

patient explanations were found with a total of 59 codes. Rationales explaining increased 

sensitivity of a category were privacy concern (33.90%), discrimination/stigma (30.51%), 

specific items within categories (8.47%), and trusting specific providers with certain 

categories (3.39%). On the other hand, rationales of categories not applicable to a patient 

(10.17%), sharing for coordination of care (10.17%), and wanting to share information to 

help others (3.39%) were found when patients classified categories as not sensitive. 

Results also showed patients may conflate sharing with sensitivity classification as in the 
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cases of privacy, discrimination/stigma, trust in providers, and sharing for coordination of 

care and to help others.  

5.4 Discussion 

Our study revealed that patients contextualize health information based on their 

health history and experience, fear of stigma, as well as perceptions of information 

applicability in their EHRs often deviating from standard clinical interpretations. Patients 

similarly contextualized sensitivity as seen with major themes in rationales using privacy 

concerns (33.90%) and discrimination/stigma (30.51%). 

Patients often (65.7%) classified physical health data as Genetic Data, equating 

genetic information with family history, or any tests related to their blood. Patients 

categorized information classified by providers as Mental Health OR Other Information, 

as either Mental Health (64.6%) or Other Information (36.4%) based on their perceptions 

of personal applicability of the information. Similarly, patients classified physical health 

information (10.0%), such as hypertension medications as Mental Health, linking these 

medications being prescribed to support mental health regimens. Furthermore, HIV/AIDS 

or Hepatitis B and C information was classified as Communicable Diseases OR S&R 

Health information by clinicians considering that both the categories could be applicable 

for this type of information. In partial agreement, patients also categorized these as either 

Communicable Diseases (66.6%), based on their knowledge of STIs, or as S&R Health 

(33.3%) based on perceptions that HIV/AIDS or Hepatitis related information could 

impact sexual life.  

These examples of classifications based on personal experiences and 

understanding highlight the flaws in current sensitive categories and subjectivity in 
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patient perspectives, calling for changes in category labels and definitions. For example, 

a broader classification based on patient perceptions and comprehension may better 

support patient privacy concerns. King et al. asked 23 Australian adults about their 

privacy preferences on sharing health information for research.(King et al., 2012) The 

study included a category ‘family medical history/genetic data’ considered sensitive by 

the participants. The perceptions of our participants echo the utility of such a broader 

category. Similarly, merging categories such as Communicable Diseases and S&R Health 

could be beneficial, as is recommended in categorizations proposed by NCVHS.(NCVHS, 

n.d.) We realize, although these recommendations may improve patient satisfaction, they 

do not resolve the underlying mismatch between patients and standard clinical 

definitions. This underscores the need for educational material to enhance patient 

understanding of sensitive data and guide informed data sharing decisions, such as 42 

CFR Part 2 data. 

While data categorizations of patients and providers generally agreed (54.5%), 

there were differences in sensitivity determination. As noted in (M. A. Grando et al., 

2020; Soni et al., 2020), sensitivity of categories may be influenced by how patients 

relate categories to their health. Our results show that sensitivity is also linked to patients’ 

perceptions of care coordination, concerns over privacy, and feelings of stigma or 

embarrassment. Incorporating such perspectives about sharing sensitive information such 

as Mental Health could enhance integrated care.   

When patients classified information not sensitive and providers as sensitive, the 

complexities of patient views is exposed. While some patients linked sensitivity to their 

willingness to share (coordination of care, not feeling embarrassed, mental health as 
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“nothing serious”), others determined sensitivity based on personal applicability. Patients 

sometimes considered ‘Alcohol Abuse’ information not sensitive: "I don't have a 

dependency to alcohol. I went to a hospital because I had a few beers after having 

suicidal thoughts, other than that, no". Such reactions led us to consider that terminology 

like ‘Alcohol Dependency’, ‘Alcohol Abuse’ or ‘Drug Abuse’ may be a factor in 

classification. Hong et al. found that patient-friendly terms could help bridge patient 

communication gaps.(Hong et al., 2010) Study noted that misunderstandings due to 

terminology differences could cause communication problems, and result in poor patient 

satisfaction. It is also possible that previous information from EHRs such as past 

medications or diagnoses could be less sensitive for patients compared to information 

related to existing conditions. Whereas, provider views might not be impacted by such a 

temporal factor and represent rational contextual thinking. 

Lastly, the application of certain medical terminology appeared to impact 

patient’s choices. As 42% patients reported that stigma and discrimination fear impacted 

their decisions, an emphasis on reducing stigmatizing language could bridge the disparity 

between patient and provider classifications.(Botticelli & Koh, 2016; M. A. Grando et al., 

2017, 2020)   

5.4.1 Challenges and Limitations 

Though the study had a limited number of participants, it did include a diverse 

and difficult to reach population. Participants were individuals with behavioral health 

conditions, including those with serious mental illnesses, at two facilities served by the 

same HIE. Participants spoke Spanish and/or English. This population allowed us to 
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examine both physical and behavioral health information with a focus on sensitive health 

records.  

Patient perceptions of sensitivity and their sharing choices could have been 

impacted by the exposure to data from their own medical records. Patients might have 

experienced stigma or concern sharing information or opinions with researchers. Our 

larger study will compare patient responses from interviews with a previous survey 

assessing data sharing preferences to determine if choices are affected by the accessibility 

of medical records.(Soni et al., 2019)  

This study compares sensitivity perceptions using a limited number of medical 

records items (726 in total) from 25 patients and views of two providers. Furthermore, we 

received minimal information from certain categories, such as genetic data or other 

addictions related information which could bias the perception towards these categories. 

Considering the lack of power due to small population, testing and validation with a 

larger, more representative patient population that includes healthy individuals is needed. 

As well, expanding the diversity of provider representation would be helpful.   

5.4.2 Generalization and Expansion 

Herein we discuss an application of a mixed-methods approach by comparing 

data sensitivity perceptions of patients with BHCs with those of providers. We believe 

this approach can be more broadly applied to compare inter-patient perspectives and 

include other populations, more data types and a variety of sensitive categories (such as 

the NCVHS sensitive categories). As we did in (A. Grando et al., 2020), the approach can 

also be used to compare sensitivity perspectives defined by a variety other data 

categories, such as the data types in an electronic health record (e.g. diagnosis, 
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medications, allergies, etc.) Future studies could further test the robustness of the 

application in various populations and help develop more patient-friendly definitions of 

sensitive data categories.  

In our application, we used the data gathered from a formative card-sorting 

interview study. To accommodate patient comprehension, modulate cognitive load and 

adhere to best practices for card sorting, we limited the number of medical record items 

to 30.(Card Sorting, 2013) Other methods, such as surveys or interviews, could be used 

to capture an entity’s (here, patients) perceptions towards own medical records with the 

inclusion of more than 30 items.    

5.4.3 Ongoing and Future Work 

In this chapter, we applied the mixed-method approach to compare provider and 

patient data sensitivity perspectives. We have also applied this method to compare 

provider data sensitivity categorizations with the data segmentation outcomes produced 

by the software tool, Consent2Share.(A. Grando et al., 2020) Providers and 

Consent2Share sensitivity categorizations resulted in 56.5% agreements, 29.8% 

disagreements, and 13.7% partial agreements. Most (92.5%) of the disagreements 

resulted from information being classified as not sensitive by Consent2Share and 

sensitive by providers. Further validation of Consent2Share was recommended before its 

deployment and use in a health care setting. The combined outcomes from both studies 

will be used to develop educational materials to support the medical record sharing 

decision process and to improve the accuracy of the available data segmentation 

technology.  
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Better understanding of patient views on data sensitivity and concerns regarding 

data sharing will further inform recommendations and policies on granular data sharing. 

5.5 Conclusion 

This chapter presents an application of a systematic mixed methods approach to 

compare data sensitivity and categorization perspectives patients with BHCs and 

healthcare providers. The findings provide insights on variations in patient perceptions of 

medical records sensitivity and classifications compared to clinical interpretations as well 

as factors influencing patients’ mental models. 

Along with the areas of disagreements between patients and providers, we 

identified that the key factors influencing patient determination of sensitivity were 

comprehension of sensitive categories, own experience, stigma towards certain category 

definitions or labels (e.g. drug abuse) and self-perception of category applicability to own 

records (e.g. alcohol dependency). Refinements in existing sensitive category definitions 

(broader definition of Genetic Data category to accommodate family history, merging of 

categories HIV/AIDS and other Communicable Diseases with Sexual and Reproductive 

Health, etc.), modifications in category labels to reduce stigmatizing language (such as 

replacing Drug Abuse for ‘Drug Use’) and better educational resources explaining 

sensitive categories and their scope (e.g. classification of physical health items as Mental 

Health, benefits of sensitive data sharing, etc.) could help manifest patient privacy needs 

and help patients make more informed sensitive data sharing decisions. 

Further, knowledge of patients’ sensitivity preferences and reconciliation of these 

with provider data sensitivity definitions can help expedite the development of granular 

consent technology and personalized informed consent processes.  
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CHAPTER 6 

CONCLUSION 

Sensitive health data demands special attention and handling to avert 

unauthorized disclosure. Patients with BHCs, who often receive treatments at multiple 

behavioral and physical care organizations and are at a higher risk of stigma and 

discrimination, could benefit from granular cross-organizational data sharing.(California 

Healthcare Foundation, 2008; SAMHSA-HRSA Center for Integrated Health Solutions. 

The Current State of Sharing Behavioral Health Information in Health Information 

Exchanges, 2014) Though, how these patients perceive sensitive data and their 

preferences of sharing it are rarely studied.(M. A. Grando et al., 2017) Moreover, 

methods to assess such perceptions and compare those with standard clinical 

interpretations to get a better understanding of patient views are needed.  

The hypotheses of this work are that 1) there is a diversity in medical record 

sensitivity and sharing preferences of patients with BHCs with respect to type of 

information, recipients and purpose of sharing and 2) there is a mismatch between the 

existing sensitive data categories and the desires of patients with BHCs. This thesis 

proposes and applies two mixed methods approaches to assess and contrast medical 

records sensitivity and sharing preference of patients with BHCs to inform the 

development of patient-centered sensitive data sharing technologies.  

6.1 Main Findings 

 The underlying aim of this thesis has been to propose and pilot novel informatics 

approaches to better understand patient data privacy views. The outcomes from patient 

surveys and interviews demonstrate variations in how patients perceive different sensitive 
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categories as well as their preferences of sharing medical records. Based on patients’ own 

experience and perceptions, they often considered categories such as mental health, 

communicable diseases, and sexual health as sensitive. Whereas patients frequently 

considered federally protected information, such as drug or alcohol abuse, as not 

sensitive. Accordingly, willingness to share the records for care and research varied based 

on types of recipients and purpose. Patients also demanded choices when sharing medical 

records for scenarios such as medication prescription and medical emergencies.  

We also found that patients contextualized health information and its perceived 

sensitivity based on their own understanding and recollection of medical records. Patient 

classifications and perceptions of sensitive data categories often varied from standard 

clinical interpretations. Our comparison of patient and provider classifications of medical 

records revealed the differences in patient and provider perspectives and attitudes 

towards data categorizations and sensitivity views. This comparison exposed that even 

when patients and providers agree on data category classifications, patients’ sensitivity 

classifications could vary from routine clinical definitions based on their own experiences 

(perceiving blood related information as genetic data), patients’ perceptions of 

applicability of the data category to them (sensitivity determination based on own 

perceptions of having Drug Abuse problems) and the way how certain categories/medical 

record items were labeled (Having ‘Alcohol Dependency’). Refinements in existing 

sensitive category definitions (what is genetic data?), modifications in category labels to 

reduce stigmatizing language (such as replacing Drug Abuse for ‘Drug Use’) and better 

educational resources explaining sensitive categories and their scope (explanation of 

medical records classification in various categories based on standard clinical definitions) 
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could accommodate for patient privacy needs and aid patients in making more informed 

sensitive data sharing decisions. 

6.2 Dissemination of Research Outcomes 

The outcomes of this research have been published through journal and 

conference papers and posters. Below, we provide details of resultant publications.   

The outcomes of the literature review discussed in Chapter 2 (Aim 1) were 

published in the Journal of Biomedical Informatics- X along with the personalized card 

sorting approach developed to understand the data sensitivity perspectives of patients 

with BHCs (Chapter 4; Aim 3).  

Soni, H., Grando, A., Murcko, A., Diaz, S., Mukundan, M., Idouraine, N., Karway, G., 

Todd, M., Chern, D., Dye, C., & Whitfield, M. J. (2020). State of the art and a 

mixed-method personalized approach to assess patient perceptions on medical 

record sharing and sensitivity. Journal of Biomedical Informatics, 101, 103338. 

https://doi.org/10.1016/j.jbi.2019.103338 

A poster discussing the design and reliability testing of the survey discussed in 

chapter 3 (Aim 2) was presented at the 17th World Congress of Medical and Health 

Informatics (MEDINFO) 2019 conference. Alongside, a full conference paper discussing 

the findings of the survey was also presented at the conference. 

Aliste Gomez, M., Grando, M. A., Murcko, A. C., Soni, H., Todd, M., Mukundan, M., 

Saks, M., Horrow, C., Sharp, R., Dye, C., Chern, D., Whitfield, M. J., & Callesen, 

M. (2019). Design and Pilot Testing of an English and Spanish Behavioral Health 

Patient Survey on Data Privacy. - PubMed—NCBI. 264, 1891–1892. 

https://doi.org/10.3233/SHTI190699 

https://doi.org/10.3233/SHTI190699
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Soni, H., Grando, A., Aliste, M. P., Murcko, A., Todd, M., Mukundan, M., Saks, M., 

Horrow, C., Sharp, R., Dye, C., Chern, D., Whitfield, M. J., & Callesen, M. (2019). 

Perceptions and Preferences About Granular Data Sharing and Privacy of 

Behavioral Health Patients. Studies in Health Technology and Informatics, 264, 

1361–1365. https://doi.org/10.3233/SHTI190449 

 The method focusing on the comparison of patient and provider perspectives and 

its findings are under review for the Health Informatics Journal. 

In addition, another conference paper was published at the American Medical 

Informatics Association (AMIA) 2017 Annual Symposium discussing outcomes of an 

ethnographic study on observing the behavioral health consent processes, existing 

challenges in behavioral health consent processes and recommendations for 

improvement.  

Soni, H., Grando, A., Murcko, A., Bayuk, M., Chandrashekar, P., Mukundan, M., 

Abrams, M., Aliste, M. P., Hiestand, M., Varkey, J., Zhou, W., Horrow, C., Saks, 

M., Sharp, R., Whitfield, M. J., Callensen, Mark, Dye, C., & Chern, D. (2017, 

77/07). Current State of Electronic Consent Processes in Behavioral Health: 

Outcomes from an Observational Study. American Medical Informatics 

Association 2017 Annual Symposium. 

Along with understanding patient perspectives on data sensitivity and sharing, this 

research also supported research focusing on healthcare provider views on data 

sensitivity and data sharing. Such as, the outcomes of the card sorting patient interviews 

study (Chapter 4; Aim 3) have been used to explore provider views on granular data 

control. Below is a list of relevant publications. 

https://doi.org/10.3233/SHTI190449
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Grando, M. A., Ivanova, J., Hiestand, M., Soni, H., Murcko, A., Saks, M., Kaufman, D., 

Whitfield, M. J., Dye, C., Chern, D., & Maupin, J. (2020). Mental Health Provider 

Perspective on Health Data Sharing: Mixed Methods Study. Health Informatics 

Journal, 1–16. https://doi.org/10.1177/1460458219893848 

Ivanova, J., Grando, A., Murcko, A., Saks, M., Whitfield, M. J., Dye, C., & Chern, D. 

(2020). Mental health professionals’ perceptions on patients control of data sharing. 

Health Informatics Journal, 1460458219893845. 

https://doi.org/10.1177/1460458219893845 

 Lastly, the method proposed in Chapter 5 (Aim 4) to compare data sensitivity 

perspectives was also applied to compare provider data sensitivity categorizations with 

the data segmentation outcomes produced by the software tool, Consent2Share.(A. 

Grando et al., 2020) The outcomes of this study have been summarized as a journal 

paper.  

Grando, A., Sottara, D., Singh, R., Murcko, A., Soni, H., Tang, T., Idouraine, N., Todd, 

M., Mote, M., Chern, D., Dye, C., & Whitfield, M. J. (2020). Pilot Evaluation of 

Sensitive Data Segmentation Technology for Privacy. International Journal of 

Medical Informatics, 104121. https://doi.org/10.1016/j.ijmedinf.2020.104121 

6.3 Generalizability of Proposed Methodologies and Findings 

We focused on a specific population of patients with BHCs, but our proposed 

approaches can be readily applied to other clinical environments with minimal 

modifications. Along with behavioral and physical health patients, healthy individuals 

and legal guardians of children and adult patients are often involved in consent decisions. 

https://doi.org/10.1177/1460458219893845
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The proposed methods could be adapted and applied in understanding their perspectives 

on medical records sensitivity and sharing.  

The card sorting interview approach proposed in Aim 3 as well as comparative 

analysis in Aim 4 can be applied independent of the type of EHR technology or source of 

EHR data. The medical records items included in our study were collected from a similar 

EHR system used at two different clinical sites and an HIE engine. 

Our studies aimed to test the sensitive data categories proposed by SAMHSA in 

the tool Consent2Share. Individuals’ perspectives towards other sensitive data categories 

(such as the NCVHS sensitive categories) or different types of information can be readily 

explored using proposed card sorting interview and comparison methods.  

We proposed a comparative analysis approach (Aim 4) to contrast sensitivity and 

data segmentation views of patients and providers (our gold standard). This approach can 

be broadly used to explore relative inter-patient (such as differences in views of physical 

health patients and patients with behavioral health conditions), inter-provider variations, 

include other populations and compare classifications on granular data segmentation 

consent technologies towards of any set of sensitive data categories. In a concurrent 

research, we tested the proposed comparison approach to contrast data classifications by 

providers and Consnt2Share tool.(A. Grando et al., 2020) The application of the method 

resulted significant differences in Consent2Share and Provider classifications (χ2 (2, N = 

584) = 114.74, p = <0.0001) and led to 56.0% agreements, 31.2% disagreements, and 

12.8% partial agreements. As discussed in the previous section, the outcomes of this 

research have been published in the International Journal of Medical Informatics.(A. 

Grando et al., 2020) 
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Anyhow, the survey proposed in Aim 2 and the methodologies proposed in Aims 

3 and 4 should be further evaluated with a larger, diverse population to test their 

reliability, validity, and applicability in assessing the views of a variety of individuals as 

well as to determine the generalizability of the findings.  

Our population included patients with BHCs from two out-patients integrated 

behavioral and physical health clinics in Phoenix, Arizona. Although participants 

represented both GMH and SMI population, all participants did not have a legal guardian 

and were able to consent for their care related decisions assessed using the UBACC test. 

These participants received a score of 15 or higher out 20 suggesting their qualifications 

for making consent-related decisions. Most of our population included White Latino or 

non-Latino participants with a high school degree or higher and annual income of lower 

that $10,000. Additionally, our studies included small number of participants. 

Considering the homogeneity of patient population and the small study population, the 

results may not be generalizable.  

We identified that patients’ sensitivity decisions were often influenced by factors 

such as stigma towards certain sensitive data categories, their own comprehension and 

experience. Additionally, motivations behind sharing or restricting information based on 

types of providers and purpose of sharing seemed to influence patients’ willingness to 

share sensitive information. Often patients made sharing decisions based on their trust in 

information recipients, knowledge about receiving individuals or organizations, and the 

self-perceptions of recipients’ ‘need to know’ the health information. Despite, in this 

research, we did not explore the variations in motivations behind information sharing in 

detail to analyze the aspects impacting patient motivations. Therefore, these findings, 



www.manaraa.com

  100 

potentially specific to our study population, might not echo the desires and motivations of 

other patient populations or healthy individuals and raise questions related to exploring 

not only the diversity in sensitive data sharing but also the elements affecting the 

decisions. For example, how motivations of data sharing may differ from culture to 

culture? How patients’ conditions or diagnoses impact their sensitivity and sharing 

decisions? How the perceptions of legal guardians or fiduciaries making decisions for 

individuals influence these decisions? Does the socio-economic status or topography 

impact individuals’ decisions?  

In future, exploring the diversity in sharing preferences, relevant motivations and 

additional factors or stereotypes influencing sensitive data sharing decisions of 

individuals from different health conditions, geographic locations, societal and cultural 

ecosystems, socio-economic statuses, etc. could help determine the extensive 

heterogeneity in sensitivity views and sharing decisions. 

6.4 Broad Impact 

This research could contribute on a variety of facets, especially informatics, 

healthcare delivery and healthcare policies. 

We test the sensitive data categories taxonomy proposed by SAMHSA with 

patients with behavioral health conditions. It could be adopted to further test and validate 

sensitive data taxonomies to identify a set of comprehensive, patient-focused sensitive 

data categories allowing patients granular control over data sharing, also ensuring 

compliance and regulatory requirements. The findings of this research can also influence 

the design of more effective, granular consent mechanisms to better meet patient 

expectations. It could support creation of embedded on-demand educational materials for 
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patients (such as discussing benefits and barriers of sensitive data sharing, definitions and 

scope of sensitive data categories, etc.) to improve patient comprehension and bridge 

existing knowledge gaps.  

Furthermore, this research introduces the concept of contextual sensitivity or 

possibly sensitive data. Here, we refer to the medical records data which could be 

potentially sensitive or not-sensitive based on the context of reference, as classified by 

providers. Our comparisons of providers’ views with patients (Aim 4, Chapter 5) and 

Consent2Share data segmentation technology, revealed the need to further test and 

accommodate the notion of possibly sensitive data to satisfy privacy concerns.(A. Grando 

et al., 2020) The application of our methodology and its outcomes could help direct 

improvements in data segmentation logic of e-consent tools such as Consent2Share and 

possibly set a stage for more personalized consent engines. A related, practical 

implication of this research is discussed in section 6.5. 

In the last decade, in addition to technologies such as consent tools and HIE 

engines supporting consent-based sharing, health record banking concepts and initiatives 

have come forward to promote patient-authorized data sharing for primary (e.g. sharing 

for care) and secondary (e.g. sharing data for research) purposes.(Gold, 2007) Health 

record banks (HRBs) are repositories of patients’ medical records that allow providers 

permission-based access to reliable and authenticated copies of patients’ health records 

with the key focus on patient-controlled, granular access to achieve coordination in 

care.(Gold, 2007; Health Record Banking Alliance, n.d.) Whereas data sharing via HIEs 

might often be restricted due to regulatory or compliance requirements (for e.g. 

restrictions on HIEs sharing genetic data in Arizona), HRBs as patient-controlled data 
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access tools, could potentially serve as resources allowing further granularity in health 

data sharing.(Health Current, 2017) Though, the patient privacy aspects, technical and 

architectural challenges and compliance affairs should be further explored.(Gold, 2007) 

This research could prove useful in assessing patient perceptions towards sharing data via 

HRBs, patient concerns and motivations, possible factors influencing patient desires, etc. 

to guide development and dissemination of the HRBs.  

Supporting ONC recommendations, this research digs deeper in identifying the 

areas where patients with BHCs desire control and granularity.(Health IT policy 

committee, privacy and security tiger team, letter to David Blumenthal, Chairman of the 

Office of National Coordinator for Health IT, 2010) By comparing patients’ views with 

providers’ medical records sensitivity views, we expose the differences in understanding, 

desires and factors influencing the subjectivity in patients with BHCs’ decisions related 

to sensitivity. These factors, potentially unique to patients with BHCs, include patients’ 

own experiences, perceptions of applicability of information or category in their own 

medical records as well as stigma towards definition or labels in sensitive categories and 

medical record items. Identification of these factors and perceived sensitivity could aid in 

developing better educational resources to inform patients in making better consent 

decisions. In addition, knowledge of patients’ contextualization of medical records 

sensitivity could help clinicians in implementing more informed data sharing consent 

processes, educating patients, and increasing patient engagement, while accommodating 

patient’s data sharing desires and stigma concerns. 

Our findings suggest that current “All or None” data sharing models do not 

accommodate for patient’s specific medical records sensitivity and sharing needs. Saks 
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and colleagues reported on the importance and need of understanding federal and state 

laws to construct patient-driven granular control mechanisms.(Saks et al., 2018) Our 

findings could serve as a basis to support the development of future policies and 

recommendations on sensitive data sharing to increase patient convenience, lessen 

privacy concerns, enhance patient’s understanding of sensitive categories and guide 

informed data sharing decisions, such as sharing of 42 CFR Part 2 data. As our research 

identifies the gaps in patients’ perspective of sensitivity compared to healthcare 

providers’ views (or standard clinical interpretations) including the factors influencing 

patients’ decisions, this knowledge of patient desires could inform and assist health 

policy makers and officials when developing such sensitive data sharing 

recommendations.  

6.5 Future Work 

 This research was funded by the My Data Choices grant. The outcomes of this 

research will guide the refinement of sensitive data categories proposed by SAMHSA and 

design of a granular, patient-centered electronic consent tool, My Data Choices.  

Using the outcomes of this research, concurrent studies are focusing on 

understanding provider views on patient perceptions of data sensitivity and granular 

control over sharing as well as granular segmentation logic of existing consent 

technology, Consent2Share. Collectively, we aim to refine the existing Consent2Share 

sensitive data categories to better reflect patient desires while considering aspects such as 

provider views on patient control over sensitive data sharing, technology adherence and 

segmentation capabilities as well as compliance with state and federal regulations on 

sensitive data sharing. The collective research will support the development of My Data 
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Choices tool as an extension of Consent2Share. The My Data Choices tool will employ 

the refined Consent2Share sensitive data categories and tailored patient education 

material validated by healthcare providers and patients with BHCs. For further validation, 

the tool and educational material will be pilot tested with patients with BHCs and their 

legal representatives in a prospective study to further assess their data privacy needs and 

the expediency of using refined granular sensitive data categories to support their desires 

of granular control.  

Within the scope of the grant, this research will also guide development of 

recommendations for SAMHSA related to enhancing Consent2Share electronic consent 

tool and SAMHSA’s sensitive data category taxonomy. 

Altogether, the research carried out as a part of My Data Choices grant will 

inform the future development of e-consent technologies, educational materials, 

recommendations, and protocols to better support granular medical records sharing. 

.  
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Thank you for participating. For this study, we are using your medical records. We 

received the records from Site X after you gave us permission to share your medical 

records in a previous study (show their previously signed consent form including Title of 

the Study and Sign).  

We have selected 30 medical record items. We wrote each item in a white card. Each 

white card is a medication, lab, allergy, diagnosis, etc. (show white cards) The 

information could be from your present or past medical records. For example, you may 

be taking a medication in past but have stopped now.  

This study is very similar to a survey you took a few months back (show their previous 

consent form with Title of the Study and provided Re-Contact Information) on paper or 

iPad.  

This is an interactive study. We will complete 7 questions. For example, “Did you have 

corn for dinner?”. You could answer “Yes” or “I am unsure”. We will represent possible 

answers with colored cards. If you are unsure about eating corn, you will place the corn 

white card to the “I am unsure” colored card (show to participant). Is this clear? This was 

an example. The questions in the study will not relate to your meals, but to your medical 

records. We will ask questions about these 30 (show white cards) and your choices for 

sharing this data. There are no right or wrong answers.   

I will also ask you some questions when you are sorting the white cards. I will audio 

record your answers. I request you to please think aloud. This will help us to capture your 

thoughts. I will also take pictures of how you arranged cards after each question. The 

photos will not have your face or any feature that can identify you.  

Please let me know if you would like to take a short break anytime in between. I am 

happy to answer any questions you might have during the study.   

(Instructions for recruiters: 

Recruiters should sit down when patient is answering questions unless needed. 

Recruiters will have snacks and water for patients and offer them in the beginning 

Recruiters will have plaques for each question, so that patients can read along and refer 

while answering the question. These plaques should be placed on table such that patients 

can read them with ease.) 

 

1. You may or may not remember the information in the white card. But we would like 

to know how much you remember. Do you recall this information from your present 

or past medical records? Can you also tell me what do you remember about each? We 

will go through these cards one by one. There might be some fill in the blanks in 

cards. We will fill those out as we move forward. 

Question Description  

We will provide the participant will all the 30 white cards at once. The information in the 

white card will be taken from patient’s medical records. The top right corner of the white 

card will specify the information category (such as medication, diagnosis, allergy, etc.). 

Each white card will contain participant ID in the back. The examples are as below: 

 

• Diagnosis: I have been diagnosed with <medical record information> 

• Labs: I have had a <medical record information> test  
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• Medications: I have been prescribed <medical record information> medication for 

my _________ 

• Patient allergies: I have a <medical record information> allergy 

• Procedures: I have undergone a <medical record information > procedure for my 

________ 

 

As depicted in Figure 1, the colored cards are coded as follows: 

• Green: Yes 

• Blue: Unsure 

(If the patient classifies information in ‘Unsure’ category, the recruiter will provide 

personalized patient education material giving more information about the medical 

record. 

If the patient verbalizes that the card does not correspond to any information from his/her 

medical record, the interviewer will be trained to not to disagree with the patient, keep 

notes of that concern, and proceed as for the ‘Unsure’ response. The patient will receive 

information on the medical record card and will be asked to classify that information as it 

were part of his/her medical record. For example, the recruiter can mention, ‘Let’s 

assume that these cards have information from your medical records.’) 

 
Figure E.1 Representation of task 1 

 

2. The white cards can be sorted in different colored cards. For example, a white card 

could have a medication related to depression. So, it may relate to the mental health 

colored card. Could you sort the white cards in the colored cards on the table?  



www.manaraa.com

  206 

(If a patient is unsure about a white card allow then to classify that information to closest 

group possible. For example, the recruiter can mention, ‘please classify the information 

into the closest group you think they belong.’) 

Question Description  

We will provide participants will all the white cards at once. There will be 8 different 

blue colored cards. Each blue colored card will contain a label from below: 

• Drug Abuse 

• Alcohol use and alcoholism 

• Mental health 

• HIV/AIDS and other communicable disease  

• Genetic disease 

• Sexuality and Reproductive health 

• Other addictions 

• Other 

At the end of the task, all the white cards will be bundled with corresponding colored 

card. For instance, all the white cards categorized as Mental Health Information will be 

pinned with colored card with that label. 

3. Next, we would like to know your choices of sharing the data in these bundles. 

Would you share information in these bundles with the providers you might see 

outside Site X?  

The providers may include;(show provider cards) 

• hospitals  

• primary care providers,   

• specialty care providers; for example: a cardiologist or a dermatologist ,  

• nurses; for example: RNs, LPNs,  

• case managers or social workers,  

• licensed professional counselors/therapists,  

• pharmacists,  

• medical assistants  

Can you please tell me why would you like to share?  

Question Description  

We will provide the participant with all the bundles at once. We will place in the table the 

following colored cards: 

• Green: Share with all providers 

• Yellow: Share with some providers 

• Red: Do not share with any provider 

When patients select the yellow card “share this information with some providers”, 

recruiters will hand over provider cards and ask participants to identify which of those 

providers the participant wants to share information with. 
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4. We have the white cards in bundles. We also saw how willing you are to share these 

bundles with your providers. Now, some of these bundles might require special 

handling. Sharing this information might harm you. A doctor or nurse might treat you 

differently. Do you think any of the bundles are sensitive for you? Could you please 

say why or why not? 

Question Description  

We will provide participants will all the bundles at once. We will also place in the table 

the following colored cards: 

• Green: Very Sensitive 

• Yellow: Somewhat Sensitive 

• Red: Not Sensitive 

5. For next question, we will separate the white cards from these bundles. Imagine your 

primary care provider wants to start a new medication. The new medication may have 

side effects. The primary care provider wants to see your medical records. Which of 

these white cards would you like your doctor to see? 

Question Description  

We will provide participants will all the white cards at once. We will place on the table 

the following colored cards:  

• Green: Share this information 

• Red: Do not share this information 

For the next question, I will hand you again the white cards.  

6. Suppose you have an emergency. And you are unconscious when you come to 

emergency room. Your emergency care provider wants to see your medical records. 

But they are unable to ask your permission. Which of these white cards would you 

like your doctor to see? Could you tell me some reasons behind your choice? 

Question Description  

We will provide participants will all the white cards at once. We will place on the table 

the following colored cards:  

• Green: Share this information 

• Red: Do not share this information 

Now, I will place all the white cards into one bundle. The next question is related to 

sharing your medical records for research. There are many organizations that conduct 

research. For example, I am doing this research at Arizona State University. I will show 

you different researcher cards. Would you to share the data in the bundle for research? 

Can you please tell me why or why not? 

 

Question Description  

The bundle will be labeled “All your medical records”. 

The researcher cards given to the participant will be: 
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• Site X 

• Universities, like Arizona State University 

• Government Agencies, like Department of Health Services 

• Non-Profit Organizations, like American Diabetes Association 

• Drug Companies, like a company that makes a medication you are taking 

The following colored cards will be also placed in the table: 

• Green: Extremely Willing to Share 

• Purple: Quite Willing to Share 

• Yellow: Somewhat Willing to Share 

• Red: Not at All Willing to Share 
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APPENDIX F 

THEMATIC ANALYSIS CODEBOOK DEFINITIONS AND EXEMPLARS OF 

MAJOR CATEGORIES (AIM 4) 
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Code Definition Exemplar 

Type of 

Information 

Information found on patient 

flashcards. This section includes 

groupings of the specific 

information 

No coding done  

Communicable 

Disease 

Illnesses from infection, presence, 

and growth of pathogenic 

biological agents in an individual. 

Includes interviewee discussing 

communicable disease in non-

standard (medically incorrect) 

fashion. 

“Because Hepatitis C, if you’re 

sitting there like a male partner 

or female partner and you have 

that, you know, you that’s 

something I think you should 

tell your, you know, your 

significant other.” 

DSM-5 

Disorders 
Illness listed in DSM–5 

“I have been diagnosed with 

depression disorder.  This falls 

into under mental health.” 

Physical Health 

Information 

Health diagnoses related to all 

excepting mental health (physical 

ailments)  

“So, this allergy, 

Phenylephrine.  This is a 

medication for cold and sinus 

congestion and stuff.” 

Male Speaker:  “Other.” 

Labs 
Any type of bodily fluid testing in 

medical records 

Interviewee:  “Like your gene 

and blood tests.” 

Interviewer:  “No, this is just a 

blood test to check maybe for 

you like, know all the type of 

chemicals in your body.” 

Medication Any mention of medications 
“I have been prescribed Medrol 

dose pack medication…”  

Sensitivity of 

Info 

Interviewee categorized sensitivity 

of the classifications and/or on 

flashcard 

Codes based directly on 

instructions from interview as 

“-sensitive”, “not sensitive”  

or “possibly sensitive” 

Classifications 

Interviewee classified flashcards 

into one of eight categories based 

on interview 

Eight subsections based on 

flashcard exercise 

Patient Unsure 

Interviewee indicates unsure 

meaning of item on flashcard or 

how to categorize it 

Interviewer:  “What do you 

think?  Yeah, it’s not necessary 

that you might have or you can 

look at it in the back what 

belongs to, you know, possibly 

they’re screening for drug 

abuse.  So, it is definitely not 

necessary that you have that 
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problem.  You know, but it 

might belong to some like that 

category.” 

Interviewee:  “I don’t know.” 

Reclassification Interviewee reclassifies flashcard No coding done  

Final 

Classification 

In instances when interviewee 

changed the categorization of the 

flashcard, the first categorization is 

coded here 

Interviewee:  “I have been 

diagnosed with…” 

Interviewer:   “Drug abuse.” 

Interviewee:  “...drug abuse, 

this falls under alcohol use and 

alcoholism.” 

Interviewer:  “So, why do you 

think it?” 

Interviewee:  “Oh no.” 

Interviewer:  “Drug, okay.” 
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APPENDIX G 

IRB AAPPROVALS 
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Survey to elicit data sharing preferences of patients with behavioral health conditions 

(ASU IRB #4371)
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Survey to know data sharing preferences of patients and legal guardians at Jewish Family 

and Children’s Services (ASU IRB #5835) 
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Study to access medical records of patients at Partners in Recovery (PIR) (ASU IRB 

#6227) 

 



www.manaraa.com

  219 
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Study to access medical records of patients at Jewish Family and Children Services (ASU 

IRB #6281)  
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Data sharing interviews at Jewish Family and Children’s Services (ASU IRB #7514) 
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Data sharing interviews at Partners in Recovery (ASU IRB #7731) 
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